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KantoscHa H. I, KoemyH T. K. Fi6pudHi 3a2po3u: cymHicms, xapakmepucmuku, nepedymosu eckanayii

Cmammio npuceaYeHo ymoYHeHHI0 CymHOCMI 2ibpUudHUX 3a2p03 Ha midcmasi cucmemamu3auii ix KYOBUX XapaKMepuCmuK i BU3HAYEHHS Nepedymos ecKana-
yii. Po32nsHymo nowupeHi 8U3Ha4eHHs 2i6pUOHUX 302p03 | HA20MOWEHO Ha 8idCymHocmi QUH020 MidX0dy 00 iX MPaKMYBAHHA 3 02A90y HA Pi3HOMAGHOBICMb
i ceoxonstotoyuli xapakmep. 06rpyHmosaHo sucokull pyiiHigHul momeHyian 2i6pUdHUX 3a2p03 Yepes ix MpuxosaHuli Xapakmep ma opieHMoB8aHicMb Ha Hal-
binbw ypasnusi cmopoHu 06’ekma 2ibpudHoi azpecii. PosensHymo cneyuciky peanisauii 2i6pudHux 3a2p0o3 8 eKOHOMIYHIl NAOWUHI Ma HA MPUKAAdi 308HiWHbO-
mopaosenbHux 8i0HOCUH Mix YkpaiHoto ma Pocilicekoro ®Pedepauieto 3acsidueHo, Wo eKOHOMIYHa cihepa cr1y2ye Mpocmopom 0415 Npuxosy8aHHs ma dechopma-
ni3ayii 2i6pudH020 KOHpAIKMY. Po32nsHYMo cymHicme cuHepaemuy4Ho20 egekmy 8i0 CUHXPOHHOI peani3ayii 2i6pUOHUX 302p03 Y Pi3HUX Chepax MPOMUCMOAHHA.
BusHaueHo K Kntoyosy pucy 2i6pudHux KoHgikmig ix nepebysaHHA no3a Mexamu HopUOUYHO BUNPABOGH020 BMPYHAHHS IHWUX 0epHas | MiXHAPOOHUX op2aHi-
3ayili. AKUEHMOBAHO y8azy Ha CMPIMKOMY MOWUPeHHI 2ibpUOHUX 3a2p03 8 eKOHOMIYHIl NAowUHI Ui 0cobausi pusuKu, AKki 2ibpudusayia KoHGAIKMie cmeoproe 0117
eKOHOMIYHO cnabKux Oepas. AK 8ax Uy 03HAKY 2ibPUOHUX 3a2P03 BU3HAHO BUCOKY IMOBIPHICMb iX ecKanauii yHacidOK HACMAHHA HeNPo2HO308aHUX No0il,
30Kkpema ceimosoi naHdemii COVID-19. O6rpyHMO8aHO, WO 04iKy8aHUM PU3UKOM MOCmnaHdemiyHo20 nepiody € nepexio binbwocmi HaYioHaNbHUX eKOHOMIK 00
noAiMuKU IPOMeKUuioHi3amy, wjo 00380/15€ MPO2HO3y8aMu 3pOCMAHHA PU3UKie eckanayii 2ibpudHUX 3a2po3 0,19 eKOHOMIYHO CABKUX 0epHag yHACMIOOK NpazHeH-
HA 6inbw nomyx#Hux depxas 0o 3aXUcmy HaYioHAAbHUX eKOHOMIYHUX iHMepecis. Ha nidcmasi aHani3y cneyudiku 2i6pudHuUX 3a2p03 Ma 8UX00SYU 3 PO3YMIHHA
2ibpudHocmi AK pesynbmamy NOEOHAHHA 8IOMIHHUX (hOPM BU3HAYEHO K/TKOYO8I XApaKMepHi pucu 2ibpudHux 3a2po3, Aki do0amKoso NoEAHAHO 8i0nogioHo 00
CymHocmi 8 2pynu: 3a20/6Hi acekmu; creyucpika memodie ma iHcmpymeHmis; cepu peanisauii; nepedymosu eghekmusHoC.
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Introduction. The number and intensity of undisguised
military conflicts in the world tends to decrease, conceding to
the modern hybrid form of interstate and inter-bloc confronta-
tion. The state initiating hybrid warfare aims to destabilize the
internal (political, economic, legal, social, etc.) environment of
another state with the use of primarily non-military means of
influence. In contrast to the direct threats posed to the national
sovereignty of the state by military confrontation, hybrid war-
fare threats are difficult to identify and have their own pattern
of origin and escalation. The probability of the implementation
of such threats is difficult to assess, while losses from their oc-
currence may be disastrous. The development of an effective
policy to combat hybrid warfare requires the specifics of hy-
brid threats to be defined as a pressing challenge of our time,
which has a high destructive potential and a disguised nature
of implementation.

Analysis of publications. Hybrid warfare threats as ur-
gent challenges for national security systems have their own
specifics, which should be taken into account when forming
a system of measures to respond to their emergence and es-
calation. The concept of hybrid warfare threats is defined by
scientists and analysts as:

* the enemy’s projection capability to simultaneously

use traditional and non-traditional means, depending
on the need to achieve the objectives [1];
centralized and controlled use of various open and
covert tactics implemented by military and non-
military means [2];
* phenomenon arising from the convergence and
interconnection of various elements, together forming
a far more complex and multidimensional threat [3];
* combination of traditional and non-traditional
methods used by actors to achieve specific goals,
while remaining below the threshold of a formally
declared war [4].

The lack of a unified approach to treat hybrid warfare
threats is quite understandable taking into account their di-
versity and the comprehensive nature of hybrid aggression as
an effective tool to destabilize the internal environment of the
object state in all possible directions. In our opinion, deter-
mining the key characteristics of hybrid warfare threats ac-
cording to the criteria of necessity and sufficiency will help to
understand their essence and predict the negative effects of
carrying them out.

The aim of the article is to clarify the essence of hybrid
warfare threats by systematizing their key characteristics and
determining preconditions for escalation.

The main material. While studying the nature and out-
standing features of hybrid warfare threats, Ukrainian scientists
often appeal to their interpretation in accordance with NATO’s

2010 Strategic Concept [1], in which the hybrid warfare threat
is defined as the ability demonstrated by the enemy to simulta-
neously use traditional and non-traditional means, depending
on the goals it supposes to achieve [5-9]. This rather a «vague»
definition of hybrid warfare threats is fully justified by the spe-
cifics of hybrid confrontation measures as unlimited in space,
time and forms of manifestation, thus certainly complicating
the process of identifying them and developing timely adequate
measures to respond to their emergence and escalation.

The method of using hybrid impact is based on recog-
nizing the key role of non-military measures in the formation
of political and economic loyalty of the state through its us-
ing advocacy measures, economic and energy levers, means of
socio-psychological pressure, stimulation of internal conflicts
on interethnic and interfaith grounds and historical appeals.
Researchers rightly recognize the information sphere to be the
key dimension of hybrid warfare [5; 6; 10], because advocacy
and misinformation are classic tools of asymmetric warfare
helping to achieve the goals of the aggressor state by non-mili-
tary means. At the same time, such an important area of hybrid
confrontation as economy is sometimes unjustifiably over-
looked by scientists. Economic war as a component of a hybrid
war contributes to the political goals of the aggressor state by
introducing restrictive measures against the object-state, the
measures being of varying severity in the trade and economic
sphere (sanctions, embargoes, penalties, trade disputes, etc.).
In the strategic perspective, the introduction of long-term in-
struments of financial, economic and trade confrontation has
an undeniable impact on the economic development of the
conflicting parties . In today’s international space, which is
characterized by the interconnectedness and interpenetration
of national economies, the losses from the hybrid war escala-
tion inevitably affect the macroeconomic development of both
parties.

Although the scale and strength of the repercussions for
the initiator of discriminatory trade measures may be insignifi-
cant, the approach of a «<boomerang effect» is almost inevita-
ble. Thus, the long-term application of mutual discriminatory
modes can lead to the depletion of the economic system of the
object state and cause significant damage to the economy of the
state initiating the hybrid confrontation.

As it is thoroughly noted in various research works [5,
12], in contrast to the classic war, economic relations during
a hybrid war are not usually broken completely, which allows
the aggressor state to disguise its participation in the conflict,
and allows the object state to receive resources which are vital
for the development of its economic system. Trade and eco-
nomic relations between Ukraine and the Russian Federation
as parties to a hybrid conflict should be considered indicative in
this sense. Significant structural changes causing reduction in
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bilateral trade began in 2012 (see Fig. 1), and happened due to
both the complication of socio-political and economic relations
between the states, and coming into effect of Section IV of the
Free Trade Agreement between Ukraine and the EU (January 1,
2016). Unconditional negative impact on the structure and vol-

Share in the trade structure

ume of foreign trade between Ukraine and Russia was caused
by Russia’s unilateral abolition of the free trade zone agreement
regarding Ukraine and the introduction of the Russian food
embargo, which led to Ukraine’s countermeasures, i.e. banning
Russian product supplies of the equivalent total value.
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Fig. 1. The share of trade with the Russian Federation in the structure of Ukraine's foreign trade on goods in 2005-2020, %

Source: based on [13]

In the same 2020 Russia remained among the top 3 trade
partners of Ukraine with its share in the country’s foreign trade
turnover being 8.5% (Table 1). Thus, the volume of exports of
Ukrainian goods to the Russian Federation in 2020 amounted
to 2706.0 million dollars, making up 5.5% of the total exports
structure. Imports of goods from Russia to Ukraine in 2020
amounted to 4541.8 million dollars and 8.4% in the overall
structure [13]. In other words, with the unconditional reduc-
tion of bilateral foreign trade, the existence of trade and eco-
nomic relations with Russia confirms the high level of conflicts
hybridity in the economic sphere.

In addition to the variety of means of hybrid aggression
used, one should point at the synchronicity of their use in dif-
ferent areas (military, economic, information, etc.) and the
high probability of a synergistic effect from their simultaneous
implementation.

A synergetic effect (from the Greek Synergetikos - joint,
coordinated, acting) is the overall effect, which happens when
two or more factors interact, and their influence significantly
outweighs the effect of each individual component of their
simple sum. The synergetic effect in studying hybrid wars is
understood as a complex (system) of threats that are created
simultaneously in key areas of hybrid confrontation and have
a much greater destructive force than their simple sum, thus
causing a special danger to the political and economic system
of the state which is the object of aggression. Hence, R. Thiele
correctly notes that the hybrid war is a construction of implic-
itly related elements, which are actually parts of the intended
mosaic [11, p. 6]. In the work [6, p. 10] the focus is made on the

high efficiency of using combined actions of a complex nature
in order to increase the protest potential of society, namely:
sabotage of critical infrastructure, cyber-attacks, high-profile
killings.

In addition to the synchronicity of the use of hybrid ag-
gression means, which provides a synergetic (amplifying) ef-
fect, an important feature of hybrid threats is also their focus
on taking the advantage of the opponent’s weakest and most
vulnerable points. For Ukraine, such weaknesses, according
to Western analysts, should be recognized as [1]: weak gover-
nance and ineffective national institutions, corruption, lack of
trust and support of security and defense structures by soci-
ety, a significant percentage of Russian-speaking population,
critical level of dependence on Russian imports and energy
supplies.

It should be noted that a key feature of hybrid threats is
balancing on the border of war and peace, which allows hybrid
wars to remain outside the legal response of the world commu-
nity. The result of the integrated use of hybrid instruments by
the aggressor state is the creation of tension in the state — ob-
ject of aggression (social, political, economic, etc.) without de-
claring an open conflict, which does not exclude the possibility
of its transition to a higher stage of escalation at any time. The
risk of underestimating the enemy’s training and defense mea-
sures could lead to a loss in an undeclared war and catastrophic
future consequences for the political and economic system of
the state against which hybrid aggression is directed. In this re-
gard, the research work [6, p. 12] states that the uniqueness of
hybrid threats is that in the case of their real presence, those
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Table 1
The main partners in Ukraine’s foreign trade in goods in 2019
Export Import
Country Volume, Share in total Country Volume, Share in total
(group of countries) million dollars volume, % (group of countries) million dollars volume, %

EU (28) 18612.1 37.8 EU (28) 23859.7 439
China 71127 14.5 China 83184 153
Russian Federation 2706.0 55 Russian Federation 4541.8 84
Turkey 2436.3 5.0 USA 3068.7 5.6
India 1972.1 4.0 Belarus 2874.5 53
Egypt 1618.2 33 Turkey 2418.8 45
Belarus 13353 2.7 Japan 1076.4 2.0
USA 983.9 20 Switzerland 876.0 1.6
Indonesia 735.6 1.5 The United Kingdom 7342 14
Saudi Arabia 719.0 1.5 India 7218 13

Source: based on [13]

states which are not prepared for this type of war create the
illusion of war absence, although in fact this situation is a new
type of threat to national security.

Any state lying in the sphere of political and economic
interests of leading geopolitical actors may at some point be-
come the object of hybrid aggression under the pretext of pro-
tecting the rights of national minorities, resolving interfaith
or interethnic conflicts, and so on. Overall, the provocative
nature of hybrid confrontation lies in the fact that the level of
tension in the state — object of aggression is kept by the initiat-
ing state at a level that excludes legally justified intervention of
other states and international organizations in direct conflict
resolution (the so-called «hybrid uncertainty»). Therefore, it is
extremely important to provide a coalition format for deter-
ring hybrid aggression, which should be harmonized with the
restrictions imposed by the object state.

Special attention should be paid to the rapid spread of
hybrid threats in the economic sphere and those special risks
that the development of conflicts and their hybridization
against the background of neo-protectionism brings for weak
economies.

The intensification of economic rivalry of key countries
in the world and their struggle for markets increases the vulner-
ability of economically weak countries and creates additional
threats to their economic sovereignty. The escalation of hybrid
threats to the national interests of countries with weak econo-
mies, to which Ukraine belongs, will necessitate the develop-
ment of comprehensive measures of economically containing
the geopolitical expansion of the hybrid conflicts initiators and
creating tools to combat hybrid aggression in the trade and
economic sphere.

Finally, an important feature of hybrid threats is the high
probability of their escalation due to unforeseen events. Force
majeure factors of a non-economic nature can serve as a tool
for additional hybridization of interstate trade conflicts. In par-
ticular, the impact of the global COVID-19 pandemic poses an

additional risk that economically vulnerable states will have to
face hybrid threats. Epidemiological transformations have led
to decrease in the growth rate of both the world economy as
a whole and the economic systems of individual states, in par-
ticular (Table 2).

Falling business activity, reduced production, the crisis
of certain industries (including tourism, aviation) will inevita-
bly lead to increasing competition among states for presence
and leadership at international markets. The expected risk of
the post-pandemic period is the transition of most national
economies to a policy of protectionism in order to protect
domestic production and reduce the trade deficit through ex-
ports. Understanding of certain patterns of the development
of the world economy during recession allows us to predict an
increase in the risks of escalation of hybrid threats to economi-
cally weak states due to the desire of more powerful states to
protect national economic interests.

Having analyzed the specifics of hybrid threats and judg-
ing on the understanding of hybridity as a result of a combi-
nation of different forms, we can identify the key features of
hybrid threats (Table 3), which can be further combined into
groups according to their essence: general aspects; specifics of
methods and tools; areas of implementation; precondition for
efficiency.

Conclusion. Hybrid threats as an instrument of political
and economic pressure and a tool for implementing the nation-
al interests of the world’s powerful states have a high destruc-
tive potential due to their hidden nature and focus on the most
vulnerable aspects of the hybrid aggression object. Minimiz-
ing the impact of hybrid threats requires an adequate response
strategy to be created based on an understanding of their wide
nature, the comprehensiveness of the impact and the variety of
tools used. Identifying the key characteristics of hybrid threats
can serve as a basis for counteracting hybrid aggression, taking
into account the current state and prospects of the escalation of
interstate confrontation.
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Table 2
World economic growth indicators, % to the previous year
indicators Current figures Projections
2018 2019 2020 2021 2022
World GDP, including: 36 29 -35 55 42
Advanced economies 22 1.7 -4.9 43 3.1
Emerging Markets and Developing Economies 4.5 37 24 6.3 5.0
Foreign trade of goods and services, including: 3.8 0.9 -9.6 8.1 6.3
Advanced economies 34 1.5 -10.1 75 6.1
Emerging Markets and Developing Economies 4.5 0.1 -8.9 9.2 6.7
Consumer prices, including:
Advanced economies 2.0 1.4 0.7 13 15
Emerging Markets and Developing Economies 438 5.1 5.0 4.2 4.2
Qil price 29.4 -10.2 -32.7 21.2 -24
LIBOR 2.5 23 0.7 0.3 04
Source: based on [14]
Table 3

Key features of hybrid threats

Group essence Key features

Being outside of the legally justified intervention of other states and international organizations in the
direct settlement of the conflict

Unlimited matters of hybrid influence in space, time and forms of manifestation
General aspects

Focus on exploiting the opponent’s weakest and most vulnerable points

A tool for the implementation of geopolitical ambitions and national economic interests of the world's
leading states

A combination of traditional and non-traditional means provided that priority is given to non-military

Specifics of methods and Instruments

tools A variety of forms and methods (diplomatic, military, economic, technological, informational, etc.)

Synchronization and systemic use of tools in different areas of hybrid confrontation

Coverage of all the areas and operation processes of the hybrid aggression object

Areas of implementation Recognition of the information sphere and cyberspace as the main dimension of hybrid confrontation

Concealment and deformalization of the conflict in the economic sphere

Obtaining a synergetic effect from using various tools of hybrid aggression

Adaptability, dynamism and comprehensiveness of the application strategy
Precondition for

efficiency Creating special risks for politically vulnerable and economically weak states

A high probability of escalation due to the influence of transformations (geopolitical, epidemiological,
social, etc.) of force majeure nature

Source: developed by authors
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