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The basics of Blockchain technology and its application in various fields of activity are considered. The object of the research is Blockchain technology and
the possibilities of its application in industries. This involves a detailed study of its fundamental components — decentralized network, mathematical cryp-
tography, distributed consensus, transaction ledger and smart contracts, as well as their application, in particular, for automating and securing transactions
and processes using smart contracts. The main problem to be solved is the integration of secure, transparent and efficient mechanisms for recording and
processing transactions, as well as automating processes at different stages of production. The use of Blockchain, or rather smart contracts, has significantly
improved production processes by automating routine operations and ensuring the security of transactions. Smart contracts developed using the Ethereum
platform and the Solidity language are able to optimize production processes, but they are not devoid of risks, such as code bugs and cybersecurity issues. It
is emphasized that the integration of Blockchain into production processes requires a basic understanding of the technology, a clear implementation strategy,
and initial investment in infrastructure and integration. Despite the initial difficulties, the benefits of using Blockchain in terms of transparency, efficiency,
and reliability can be significant, as evidenced by several specific examples. The authors explore the potential of smart contracts at different stages of the
production cycle, highlighting the benefits in automating processes and ensuring security. The results show that smart contracts can significantly improve
production processes by automating routine operations and ensuring transparency and security of transactions.
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Manspeys /1. M., Cmapkoea O. B., OmeHko . 1., Jonzoea H. I. Pesyabmamu oyiHKu moxaueocmeli
ma nepcnekmusu 8UKOpUCMaHHA mexHonozii blockchain y eupobHuwiii disabHocmi nidnpuemcme

Po3znsHymo ocHosu mexHosnozii Blockchain ma i 3acmocysarHs e pisHux chepax disnsHocmi. 06’ekmom docnideHHs € mexHonoeis Blockchain ma moxcusoc-
mi i 3acmocyeaHHs 8 2any3ax npomucaosocmi. Lie nepedbayae demasnbHe 00CniOHeHHA ii hyHOaGMERMANbHUX KOMMOHeHMig — 0eyeHmMpani308aHoI Mepexi,
MamemamuyHoi Kpunmozpadii, po3nodineHo20 KOHCEHCYCY, PeECmpy MPAH3AKUili i CMapmM-KOHMPAKMie, @ MAKoX ix 3acMocysaHHS, 30Kkpema, 015 aemoma-
mu3ayii ma 3axucmy mpar3akyiti i npouecie 3a donomozoto cmapm-koHmpakmie. OCHOBHOK MPobaeMOr, WO BUPILLYEMbCS, € iHMezpayia be3ne4yHux, npo3o-
pux i ehekmusHUX MexaHismie 05 3anucy i 06pobaeHHs MPAH3aKYil, @ MaKo¥ asmomamu3auii npoyecie Ha pi3HUXx emanax 8upobHUYMea. 3acmocysaxHA
Blockchain, a moyHiwe cmapm-KoHMpakmis, 3HA4YHO MOKPAWUAO 8UPOBHUYI MPOUECU WAAXOM A8MOMamu3ayii pymuHHuUX onepayili ma 3abe3nevyeHHs besnexku
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mpax3akyil. Cmapm-KoHmMpakmu, po3pobeni 3a donomozoto naamegopmu Ethereum i mosu Solidity, 30amHi onmumizygamu eupobHuYi Ipoyecu, npome 80HU
He no36aeseHi pusukie, MaKux K MOMUAKU 8 KoOi ma numarHa kibepbesneku. [liokpecmoemscs, wo iHmezpayia Blockchain y supobHuyi npoyecu sumazae
60308020 po3ymiHHA mexHon02ii, YimKoi cmpamezii 8MposadxeHHs i noyamKosux iHeecmuyili 8 iHgpacmpykmypy ma iHmezpayito. He3saxarouu Ha No4amKosi
mpyOdHowji, nepesaau sukopucmarHs Blockchain 3 moyku 30py npo3opocmi, edpekmusHocmi ma HadiliHocmi Moxyme 6ymu 3HAYHUMU, W0 MioMeepoOHyeMoca
KinbKOMA KOHKpeMHUMU rpukaadamu. Aemopu 00cioxyiome momeHyian cmapm-KoHMPakmie Ha pisHUX emanax 8upobHUY020 YUKAY, MiOKpecatoyu ixHi
nepesaeu 8 agmomamu3ayii npoyecie i 3abe3neyeHHi besneku. Pesyabmamu MoKasyome, Wo cMapm-KOHMPAKMU MOXYmb 3HAYHO MOKPAWUMU 8UPOBHUYI

MPOUECU 30 PaXyHOK aemomamu3ayii pymuHHux onepayiti i 3a6e3neyeHHs npo3opocmi ma besneku mpaH3akyj.

Knroyoei cnosa: mexHonozis Blockchain, cmapm-koHmpakm, Ethereum, Solidity, supobHuvul yuks, asmomamu3sayis npoyecie.
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Introduction. The experience of recent decades proves
that the production complex undergoes some fundamental
changes. These changes are due to the rapid development of
Internet infrastructure and information technology, revolu-
tionizing the traditional business models and shifting the focus
to the development of the conception of digitalization. In the
era of globalization and informatization, technological advanc-
es not only support business processes, but also become a key
instrument for their digital transformation.

Manufacturing enterprises are increasingly focusing
on Internet technologies to optimize their activities. There is
also a need to create an infrastructure that can adapt to the
changing demands of the times, as well as be of value for all
participants in the business process. This means not just trans-
ferring traditional management methods to the digital environ-
ment, but also integrating complex systems, such as hardware
and software, to ensure the security, efficiency, and reliability
of large amounts of data of various types. In this context, not
only technologies such as artificial intelligence, augmented re-
ality or the Internet of Things come to the fore, but there’s also
Blockchain technology, which was originally associated mainly
with cryptocurrencies and now serves to transform core busi-
ness processes. Its decentralized, transparent, and immutable
structure can offer solutions to many of the complex challenges
facing manufacturing enterprises.

However, the introduction of Blockchain into produc-
tion processes is never a simple task, but this requires a deep
understanding of both the technology itself and its possible
consequences for the organization. Issues such as standardiza-

tion, integration with existing systems, staff training, and many
others can afford real challenges for enterprises.

Therefore, research on the development of methods and
tools for integrating Blockchain technology into the manage-
ment and production processes of industrial enterprises, along
with the studies of practical cases of successful implementa-
tion, are relevant. Particular attention should be paid to cre-
ating conditions for further adaptation and implementation
of technology in the production cycle. This is due to ensuring
competitive advantages in the market and attracting invest-
ments for further technological development. Thus, all aspects
of working with Blockchain technology in industry require
deep scientific consideration and empirical research, which
confirms the relevance and practical significance of the chosen
research topic.

Analysis of literary sources, formulation of the prob-
lem. Both Ukrainian and foreign scholars have conducted sci-
entific research on this topic and developed practical methods
for the introduction of innovative technologies and, in particu-
lar, Blockchain.

The paper [1] systematizes the existing approaches to
defining the essence of the concept of «Blockchain» in order
to substantiate the directions of improving the system of public
administration and the introduction of Blockchain technol-
ogy in the sphere of public finance. The authors propose the
following interpretation of the definition of Blockchain - it is
a distributed database with registered and ordered economic
transactions, which, under certain conditions, can be included
in blocks and completed with specific agreements [1]. A critical
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analysis of the advantages and disadvantages of using Block-
chain technology is carried out. It is determined that Block-
chain has significant potential for use in various spheres of so-
cial life and, despite certain shortcomings, allows to improve
the system of public administration. Albeit the paper does not
provide proposals and examples of how economic processes,
in particular at the state-owned enterprises and organizations,
can be improved through the introduction of Blockchain tech-
nology. The number of developments that use Blockchain tech-
nology in various sectors of the economy, finance, and secu-
rity is constantly increasing. The authors of the article [2] con-
ducted a detailed analysis of the advantages and opportunities
of Blockchain technology in various industries. However, the
article in question does not pay attention to industry specifics
and important issues of planning, testing and constant moni-
toring of new projects related to Blockchain. These processes
are especially important for the implementation of innovative
IT projects.

Blockchain technology offers many possibilities. This
primarily applies to cybersecurity, as well as transport and
logistics, financial services, banking, education, healthcare,
insurance, retail, media and telecommunications, accounting
and auditing. A research on the implementation of Blockchain
in accounting and auditing is presented in the publication [3].
The authors substantiate why Blockchain technology, which
even terminologically correlates with accounting categories,
can and should be considered as a real opportunity for changes
in the methodology of accounting and auditing. It is shown that
Blockchain technology, which even terminologically correlates
with the categories of accounting, can and should be consid-
ered as a real opportunity for changes in the methodology of
accounting and auditing. The introduction of Blockchain tech-
nology in accounting will reduce the cost of maintaining and
coordinating accounting registers, as well as ensure the secu-
rity of storing and transmitting information about ownership
rights and movement of assets [4]. The issues that remained
unresolved, are those demanding to take into account all pos-
sible risks and challenges. In particular, the risks associated
with the process of passing transactions in accounting systems,
as well as the ways in which confidence is achieved when per-
forming the procedures agreed with the client that are regard-
ing financial statements.

The article [5] substantiates that Blockchain, as an envi-
ronment for economic processes and operations, will lead to
changes in methodological accounting tools along with virtu-
alization of accounting processes. The paper also asserts that
the use of Blockchain has its advantages not only for companies
implementing this technology, but also for the government,
since Blockchain technology facilitates the process of digitiz-
ing documentation and access to public services. According to
the results of research devoted to the analysis of the activity in
implementation of Blockchain technology, Ukraine ranks only
14th among the advanced countries, where the leading com-
panies and the governments have expressed the readiness to
widely use this technology in management. However, there is
an interest of Ukrainian companies in the use of modern in-
formation technologies, including Blockchain technology,
not only in accounting and financial activities. All this allows
to conclude about an expediency to conduct a study devoted

to the analysis of the existing possibilities of using Blockchain
technology in the management of production processes.

The study of the implementation of Blockchain technol-
ogy in the management process of the results-based budgeting
system (RBB) to improve the management system of a con-
struction enterprise is referenced as [6]. In particular, a scheme
of Blockchain interconnection between a construction com-
pany and its counterparties (resource suppliers) is proposed.
The use of the proposed scheme allows you to control and
ensure the security of the system from data loss or fraud and
will increase the efficiency of internal and external document
management. Instead, there is a need to study the methods and
regulations for the implementation of a unified document turn-
over system for construction companies and their numerous
counterparties.

One of the promising areas of urban management is the
conception of «smart city». This conception and the conception
of Blockchain technology have several common characteristics.
A consideration of the issues of modernization of key aspects
of urban development, such as municipal infrastructure, urban
roads and transport, urban construction through the integra-
tion of innovative technologies, in particular Blockchain, into
the management of the development processes of the urban
environment, is carried out in the another study [7]. Both of
the above mentioned areas describe the properties of the func-
tioning of a certain environment that is most suitable for living
and doing business and are in the phase of active development
and implementation. All this gives grounds to assert that it is
expedient to conduct a study on the development of a compre-
hensive conception of «smart city» using Blockchain technol-
ogy. It is Blockchain that will improve the interaction between
public administration bodies and all participants in urban de-
velopment through the introduction of effective technological
solutions that will create mechanisms for finding consensus
between all stakeholders.

In almost all countries of the world, the land registra-
tion system is a process of registration of property rights,
which certifies the rights of owners. The issues of developing
a system of registration of rights to land plots are considered
in the next of the referenced studies [8]. This study describes
in detail the scheme and mechanism of interaction between
property owners and users as parties to a smart contract. In
a digitized land registration system making use of Blockchain,
data is distributed, and the distributed nodes are connected
through a network; the record of transactions is transparent to
the public and immutable in its nature. It has been proved that
the use of a new registration system will solve the problems of
integrity and reliability of records, since Blockchain technology
has decentralized, transparent and immutable characteristics.
However, there is no analysis of the requirements for informa-
tion and communication systems that should be used during
the introduction of a comprehensive system of registration of
property rights.

The results of studying the scientific literature on the
possibilities of using Blockchain in the construction industry,
published in the period from 2017 to 2021, are presented in
the separate study [9]. A total of 33 categories of Blockchain
application in construction industry have been identified. The
categories are grouped into seven subject areas, including: Pro-
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curement and Supply Chain, Design and Manufacturing, Op-
erations and Life Cycle, Smart Cities, Smart Systems, Energy,
and Decentralized Organizations. This is an in-depth study of
the possibilities of implementing Blockchain technology in the
processes of activities of companies in the construction indus-
try, but it should be emphasized the need for continuous moni-
toring and constant updating of data on the development of
innovative methods and approaches.

Yet another study [10] presents the methodology of
trade finance using Blockchain and the verification of smart
contracts. The authors propose the use of Blockchain in order
to improve the efficiency of management of international trade
processes. The use of smart contracts to control trade finance
allows for clear, automated actions that guide stakeholder inter-
actions. As a result, it is determined that the use of Blockchain
can provide solutions that eliminate fraud, increase the degree
of trust, reduce transaction processing time and reduce costs. It
is proposed to optimize the mechanisms of traditional trading
with the help of Blockchain Accepire-BT platforms. Still, the
issues of developing a comprehensive set of standards and rules
that are necessary for the effective and secure implementation
of the technology in the activities of companies engaged in in-
ternational trade remain open.

Modern production and business largely depend on the
efficiency of data management, the security of information
storage and the ability to quickly access it.

Blockchain technologies provide a high level of security,
as each transaction is to be verified and stored unchanged. This
makes it impossible to change or delete data in an unauthorized
manner. Also, one of the main principles of Blockchain is full
transparency of all operations. This allows to track the move-
ment of goods, changes in their status or parameters at any
stage of production. The risk of corruption is eliminated due to
decentralization and the abolition of centralized control.

By implementing automation in processes such as trans-
action confirmation or quality control, businesses can signifi-
cantly reduce time and costs. At all stages of production ac-
tivities, Blockchain can be a universal platform for exchanging
data between partners, customers, and suppliers, simplifying
and speeding up the process of coordination and interaction.

The application of Blockchain allows enterprises to ac-
tively implement the latest achievements in technological
advancement, opening up new possibilities for innovation in
production.

Taking into account the above factors, the active devel-
opment of software and platforms based on Blockchain, the rel-
evance of researching the possibilities of implementing existing
Blockchain technologies and software products at all stages of
the production life cycle becomes obvious. This is especially
true for industries where a high degree of data protection,
transparency and reliability of interaction between participants
are required.

Purpose and objectives of the study. The purpose of
the study is to analyze modern Blockchain technologies and
assess the prospects for their implementation in the business
processes of a manufacturing enterprise to improve the ef-
ficiency of management and production processes. This can
bring a number of strategic benefits, contributing to the devel-
opment and competitiveness of the enterprise in the context of
digital market transformation.

To achieve the above formulated purpose, the following
objectives were set:

* determine the basic principles of the functioning of
Blockchain technology, its key characteristics and
features;

* analyze data on the use of Blockchain technology in
various industries;

* determine the classes of modern Blockchain technol-
ogies according to the criterion of their application at
different stages of the production cycle;

* consider the potential benefits of using Blockchain
technology in the context of a manufacturing enter-
prise.

Materials and methods. The object of the research is
the Blockchain technology and the possibilities of its applica-
tion in the industry sectors.

The introduction and integration of Blockchain tech-
nologies into different stages of the production cycle can sig-
nificantly increase the efficiency and transparency of the entire
production process.

The assumptions made in the study are that Blockchain
technologies can be integrated into various areas of the produc-
tion process, and the use of Blockchain technologies is expedi-
ent and provides additional advantages compared to traditional
technological solutions.

The analysis of the efficiency of Blockchain implementa-
tion is based on available data and feedback from enterprises
already using these technologies.

The study focuses on the analysis and systematization of
applications of Blockchain technologies at different stages of
the production cycle: from idea and development, advancing
to production and procurement of components, and further
through marketing and sales, to the stages of delivery, logistics,
operation and maintenance.

As a result of the analytical studying, classes of Block-
chain platforms and technologies have been identified, the use
of which will increase the efficiency of activities at different
stages of the life cycle of the production process. For further
research, 5 key stages of product production are allocated:
idea and development, production and procurement of com-
ponents, marketing and sales, delivery and logistics, operation
and maintenance.

The methodological basis of the research comprise:

* data of software and platform developing companies;

* recommendations for the introduction of Blockchain
technology;

* open data on the use of Blockchain technologies by
international and Ukrainian companies;

* open information and reference data;

* results of professional research;

* information about the accumulated experience and
benefits;

* recommendations of leading experts and practitio-
ners on the topic under consideration.

The methods of scientific analysis, holistic approach,
comparison, induction and deduction, systematization, model-
ing were used.

Results of research on the possibilities and prospects
of using Blockchain technology in the production activities
of enterprises
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Identification of the basic principles of functioning
of Blockchain technology, its key characteristics and fea-
tures

Storage and exchange of information of various formats
and quantities is carried out using centralized information
systems. Most of the existing mechanisms for protecting con-
fidential information in centralized information systems are
characterized by high transaction costs and low transparency.
The prospects for overcoming these shortcomings of informa-
tion protection in centralized systems may be related to the use
of Blockchain technology.

Blockchain is an information technology for recording
and processing transactions, which is secure because it ex-
cludes the possibility of losing or changing data; transparent, as

it is characterized by simple verification and tracking. Valida-
tion of transactions in a decentralized Blockchain system does
not require verification, i. e. there is confidence in implement-
ing agreements without intermediaries [11].

For a more complete definition of Blockchain, it needs
to be considered as a decentralized computing system with
five constituent components, namely: decentralized network,
mathematical cryptography, distributed consensus, transaction
ledger, and smart contracts (Fig. 1).

For computing, Blockchain uses a decentralized network
of computers called Blockchain peer nodes. The peer nodes
provide computing resources for storing and processing trans-
actions. These computers operate autonomously and commu-
nicate with each other in a peer-to-peer (P2P) network [12].

Add-only record history, Ledger

shared across the business

Ensuring security,
authentication, and

Cryptography ||

network

Consent of all parties to

Decentralized network

transaction verification

Introduction and

completed and registered

transactions ] Consensus

implementation of business

Contracts logic in transactions

Fig. 1. Five components of Blockchain technology

Source: compiled by the authors

The cryptographic techniques used in Blockchain pro-
vide mathematical evidence that Blockchain functions properly.
A cryptographic hash is used to link blocks of data on a chain to
prevent data from being altered once written to the Blockchain.
Every transaction is encrypted using public-key cryptography,
to ensure that the sender can be verified with a digital signa-
ture, and the intended recipient of the transaction can be the
only recipient. The confidentiality of transactions is achieved
through a zero-knowledge proof method. The choice of cryp-
tography used determines the performance and guarantees of
Blockchain [13].

As a storage technology, Blockchain is a digital ledger in
which transactions are stored in chronological order in blocks
that can only be incremented. This default ledger data structure
is common to almost all Blockchain networks. The structure of
the ledger, the structure of the block, and the number of trans-
actions in the block are important factors in the development
of the Blockchain ledger component [14].

In the event that a decision needs to be made, for ex-
ample, whether a transaction is valid and the central authority
cannot make a decision, then the decision will be based on the
consensus reached among the peer nodes involved in the work.
Therefore, a Blockchain network must have a consensus proto-
col to ensure that each transaction or block added to the Block-
chain is a single version of the truth agreed upon by all peers.
For example, the Proof-of-Work consensus [15] provides more
decision-making power to the nodes with the higher hardware
and computing power adopted in early Blockchain networks.
The Proof-of-Stake consensus [16], which provides more deci-
sion-making power to the nodes with a larger financial stake, is
popular among today’s Blockchain networks; its first functional
use for cryptocurrency was in Peercoin in 2012 [17]. The choice

of consensus protocol is the most important factor when pro-
jecting a Blockchain network.

Smart contracts are software applications that are ex-
ecuted automatically without human intervention. They are
intellectual contracts that do not require a third party (such
as a lawyer, notary, or government official) to verify or enforce
contracts. This literally means that it is possible to conclude
fast, reliable, and trustworthy agreements with a third party,
which will also reduce the cost of legal support [18].

The manufacturing industry has a specificity, which is
expressed in the presence of dynamic, long chains of document
turnover, supply of material resources and financial flows. Thus,
the issues that allow us to determine the existing opportunities
for the use of innovative technologies, in particular Blockchain
in the organization of information exchange and its protection
at all stages of the production life cycle, become relevant.

Analysis of data on the application of Blockchain
technology in various industries

The review [19] contains data on the largest industry play-
ers that have implemented Blockchain technology (Tabl. 1).

The presented list does not reflect the whole picture and
the scale of use of Blockchain by manufacturing companies.
According to VeChain alone, their clients include more than
30 companies from Fortune 500, including BMW, H&M, BYD,
BAYER, and others [20].

The integration of Blockchain technology into the prod-
uct development process allows you to increase efficiency and
reduce the time to market products. In addition, this integra-
tion provides additional security and transparency at all stages
of development and opens up opportunities for global collabo-
ration and innovation that were previously limited by trust and
data security concerns.

Mpo6nemn ekoHomikm Ne 4 (58), 2023

147



[ | EKoHomiKa Ta ynpaBniHHA nignpnemcTeamu
Table 1
Global companies that have implemented Blockchain technologies
Company Sector Blockchain solutions
Ford Automotive industry Using Blockchain technology to improve mobility technologies
Toyota Automotive industry Using Blockchain technology to improve autonomous driving technology
HSBC Banking Using Blockchain technology to fully digitize accounting and improve the security

of the storage system

Anheuser Busch
InBev

Beverage production

Using Blockchain technology for the beverage supply chain and increasing
transparency

Using Blockchain Technology to track luxury goods on the own e-commerce

Alibaba e-Commerce
platforms

Tencent e-Commerce / Retail trade Using !3Iockcha|n technology to verify the authenticity of invoices and ensure tax
compliance

Metlife Health care Using Blockchain technology to store patients medical records for insurance
purposes

UnitedHealthcare Health care Using Bl9ckch§|n technolog.y to improve physician directories to ensure accurate
completion of insurance claims

AlA Group Insurance Launch of a first-of-its-kind bank guarantee for policy data sharing

) Providing a Blockchain-based trading platform for small and medium-sized

Prudential Insurance .
enterprises

BHP Billiton Mining Using Blockchain technology for supply chain management

Shell Automotive lubricant Using B!ockcham tech.nology to trade crude oil with a target of preventing
corruption manifestations

Pfizer Pharmacy Record tracking and digital inventory management of pharmaceutical products

JLL Real estate Blockchain research for commercial real estate valuation in Spain

Nestle Retail trade Using Blockchain technology in supply management to track baby food products

Walmart Retail trade Using Blockchain technology to track the movement of products from farmers to
stores

Baidu Search engine Using Blockchain technology to improve intellectual property rights management

UPS Shipping Logistics monitoring and management solutions based on Blockchain technology

Maersk Shipping Blockchain system for tracking the movement of cargoes between ports

FedEx Shipping Work on a Blockchain solution for resolving customer disputes

Google Technologies Explgrlng the use of Blocl.<cha|n technology to improve the security of cloud
services and data protection

Facebook Technologies Explormg the use of Blockchain technology to improve data security and user
privacy

Samsung Technologies Using Blockchain technology to improve electronics supply chain management

Apple Technologies Patented Blockchain technology for time-stamping

British Airways

Tourism industry

Introduction of Blockchain technology to manage flight data and verify the
identity of the traveler

Source: compiled by the authors

Thus, the integration of Blockchain into the production
cycle can act as a strategic innovative solution that contributes
to the stability, growth and competitive advantage of enter-

prises.

This not only streamlines existing processes, but also
provides a platform for future innovation and adaptation to dy-
namically changing market conditions, and creates significant
competitive advantages in the long run.
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Classification of modern Blockchain technologies
according to the criterion of their application at different
stages of the production cycle

The following are classes of tasks, the efficiency of solv-
ing of which can be increased by using software products that
apply Blockchain technology.

At the stage of creating a new product and developing
a model or prototype of a new product, the introduction of
Blockchain technology allows you to solve the following tasks:

support for cooperation in the field of research and
development (R&D); formation of a single database
of research works and new developments; industries
often collaborate with other companies, universities,
or research institutes in order to advance R&D;
Blockchain can help securely track and verify the
work of each participant, ensuring that intellectual
property (IP) rights are correctly specified and pro-
tected;

modeling and product prototype data can be stored
on the Blockchain, ensuring data integrity, a chrono-
logical record of iterations and changes;

with product development, sourcing raw materials
becomes crucial. Blockchain can provide a transpar-
ent and tamper-proof record of where and how raw
materials are extracted, ensuring sustainability and
quality;

Blockchain can provide time-stamped registration
of product designs, guaranteeing proof of originality,
which can be useful for patent applications or in case
of intellectual property disputes;

as the product goes through the development stages,
feedback from stakeholders becomes pivotal. Block-
chain can provide a transparent and immutable feed-
back loop. This guarantees the authenticity of the
feedback and allows the chain to be traced back to
its source; for products in industries such as pharma-
ceuticals, aviation, or automotive, regulatory compli-
ance is pivotal. Blockchain can provide auditors and
regulators with a transparent and immutable record
of product development and testing processes;

the results of quality tests at different initial stages
of product development can be recorded in the
Blockchain, providing an invariable record of quality
checks and their results;

smart contracts on the Blockchain platform can au-
tomate and simplify agreements with development
partners, developers, or knowledge service providers,
guaranteeing transparency and automatic implemen-
tation;

for companies looking to leverage the power of
crowdsourcing to develop products, Blockchain can
provide a platform for transparent input, ensuring
that innovators are rewarded for their ideas and con-
tributions;

Blockchain can provide a clear record of design con-
figurations, ensuring that any iteration is document-
ed and stakeholders can track the evolution of the
product;

some industries are moving to decentralized plat-
forms where multiple parties collaborate on product

development. Blockchain provides the foundation for
such decentralized collaboration with built-in trust
mechanisms.

At the production stage, which is accompanied, among

other things, by the purchase of components, the introduc-
tion of Blockchain technology allows you to solve the following

tasks:

to check the authenticity of the necessary components
and components. Storage of nomenclature informa-
tion about components used in production in the
Blockchain registry allows you to check new deliveries
for authenticity and identify counterfeit copies;
quickly and accurately identify the products that
need to be recalled. If a defect in a certain batch of
components is detected, the manufacturer can use
Blockchain to quickly track a specific supplier of de-
fective products;

ensure and prove the compliance of products with
industry standards;

thanks to the integration of the Internet of Things
with Blockchain, procurement processes can be au-
tomated. An organization’s ERP system can be inte-
grated with Blockchain. When the inventory level of
a particular product drops below a set threshold, the
system can automatically create a purchase order on
the Blockchain;

with a fixed record of transactions, procurement
disputes can be resolved faster and more transpar-
ently. If there is a dispute between the supplier and
the buyer about the volume of supply, you can refer
to the Blockchain record to verify the details of the
transaction;

smart contracts for payments to suppliers allow you
to automate payment processes after certain condi-
tions are met, such as delivery or quality checks;

to promote the creation of secure and transparent
payment systems, which is especially useful for inter-
national transactions. When purchasing components
from another country, it is possible to use cryptocur-
rency or Blockchain-based payment systems to make
secure and fast transactions;

protection of intellectual property, copyright proj-
ects, patents is implemented through the introduc-
tion of an appropriate entry in a specialized Block-
chain system. A manufacturer can use Blockchain
to ensure that its unique designs are protected from
duplication;

the immutable and transparent nature of Blockchain
can simplify and optimize the audit process. Dur-
ing internal or external audits, companies can easily
access records in the Blockchain to verify procure-
ment processes and transactions without having to
go through a large number of documents on paper or
digital carriers.

Blockchain can record the maintenance history of
production equipment and machinery, and when in-
tegrated with the Internet of Things (IoT), it can au-
tomate maintenance schedules;

partner companies can form Blockchain-based net-
works to work together on joint procurement, shar-
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ing risks and benefits. It is becoming relevant to unite
several small businesses on the Blockchain network
to order materials in bulk, providing better prices and
conditions than if they ordered materials separately.

The decentralized and transparent nature of Blockchain

technology offers various applications at the stage of market-
ing and sales, and the introduction of this technology provides
manufacturers with additional competitive advantages:

*  when promoting a product on the market and con-
ducting advertising campaigns, manufacturers can
use Blockchain to track the movement of advertis-
ing, ensuring that it is seen by real people, not bots.
Blockchain can help create transparent systems in
which advertisers can see how the advertising bud-
get is spent, whether advertising contributes to sales
growth;

* manufacturers of exclusive goods can use Block-
chain to confirm the authenticity of the brand of
their products. Once a product is sold, its unique
code or identifier can be registered to the Block-
chain, allowing customers to verify its authenticity
and provenance;

* in competitive markets, the use of Blockchain-based
loyalty programs, where customers are provided with
tokens, is becoming relevant. These tokens can be
traded, used for discounts, or exchanged for special
offers, providing a secure and transparent loyalty sys-
tem;

*  secure peer-to-peer transactions allow you to replace
traditional payment gateways. Manufacturers can
make P2P transactions using cryptocurrencies. This
ensures secure, fast, and low-cost transactions, which
is especially beneficial for international purchases;

* the introduction of Blockchain technology in interac-
tion with customers allows you to increase the level
of customer security and ensure the confidentiality of
personal data;

* the manufacturer has the possibility to verify the sup-
ply chain for its marketing statements when using
unique components or supplements in production.
With the help of the Blockchain registry, customers
can check the product path, ensuring that the manu-
facturer’s sustainability claims or ethical sourcing
choices are genuine;

* Blockchain can facilitate the creation of decentralized
marketplaces in which buyers and sellers can transact
directly, without intermediaries, providing greater
transparency in the price and origin of goods;

* Blockchain can be used to automate affiliate market-
ing and increase its transparency. Smart contracts
can provide immediate, secure, and transparent pay-
ment to a partner for every sale made through an af-
filiate link;

* Blockchain can be used to create a platform where
customer feedback is protected from unauthorized
access. Once a feedback is added to the Blockchain,
it cannot be changed, which provides genuine cus-
tomer feedback;

* based on tokens for new products, manufacturers can
launch crowdfunding campaigns. Interested custom-

ers can buy tokens that can be exchanged for a prod-
uct once it is launched.

Blockchain technology is increasingly preferred because
of its transformative potential in the logistics of manufacturing
companies and in the transport sector in general. The tasks of op-
timizing logistics processes at production facilities are relevant,
some of which can be solved by introducing this technology:

Blockchain can be integrated in the internal transpor-
tation and logistics phase to track the movement of
raw materials, components, and finished products in
a manufacturing plant in real-time;

a large manufacturer can use Blockchain to monitor
the movement of parts between different warehouse
stations, ensuring that parts arrive in the desired se-
quence and on time;

an important aspect is to maintain a real-time inven-
tory register protected from unauthorized access,
reducing discrepancies and minimizing cases of out-
of-stock or excess inventory. A manufacturer can use
Blockchain to automatically reorder components
from internal warehouses when inventory levels fall
below a certain threshold;

introduction of smart contracts to automate the in-
ternal logistics process when certain conditions are
met, when at the stage of passing the quality control
of the product, the smart contract can automatically
initiate its transportation to the packaging area;

in a high-security production environment, Block-
chain can be used to verify vehicle and personnel cre-
dentials before granting access;

monitoring and storage of environmental data for
temperature-sensitive goods as they move can be
implemented using Blockchain. The registry can
store data from IoT sensors, ensuring that products
are always stored and transported under the required
conditions;

Blockchain allows tamper-proof records of trans-
port events to aid in resolving disputes in the event
of damage to goods or delays. If the goods are dam-
aged during transit, the exact shipping and handling
events can be checked to determine the location of
the damage;

maintaining a register of records of maintenance
work on internal vehicles in order to track the main-
tenance history of each vehicle and predict the timing
of subsequent maintenance;

analysis of movement data stored in the Blockchain
allows you to increase the efficiency of the redistribu-
tion of warehouse space.

By incorporating Blockchain into transportation and
logistics processes, manufacturers can increase transparency,
accountability, and efficiency, leading to lower costs and in-
creased operational flexibility.

The main value of Blockchain technology, namely, the
decentralized and immutable nature of the data ledger, can of-
fer numerous advantages when implemented at the stage of op-
eration of the finished product and its maintenance:

maintaining a register of records to the Blockchain of
all operation or maintenance activities, which will en-
sure a transparent and tamper-proof history;
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Blockchain can store product warranty data, pro-
viding transparency and increasing the efficiency of
claims processing;

implementation of smart contracts can automate the
activation, expiration, and payments of the service
agreement;

verification of the originality of spare parts used dur-
ing maintenance can be tracked using Blockchain-
based registers;

storage of feedback entries and data on the quality
of maintenance services, indicating the provider and
type of service, can be recorded to the Blockchain to
ensure accountability and support decision-making
for future customers;

credentials and certificates of service specialists can
be verified through Blockchain;

the introduction of loyalty points or tokens in the
Blockchain for regular maintenance and service in-
spections can contribute to timely service and the
formation of trusting relationships with customers;
service technicians can log common problems and
their solutions in the overall block chain, assisting
colleagues in solving similar problems.

Blockchain integration in the maintenance phase can in-
crease trust and efficiency, ensure transparency between sup-
pliers and customers. This increases the efficiency of mainte-
nance and operation processes, and raises a level of safety and

inspection that traditional systems may lack.

* the introduction of integrated software for IoT and

Blockchain devices can be used in the planning of

preventive maintenance work;

* maintaining a decentralized register of spare parts in
different locations based on Blockchain allows them
to be tracked in real time and logistics optimized;

The Tab. 2 comprises the data obtained from open sourc-
es. This table contains information about companies that de-

velop complex and specialized platforms of various scales and

application specializations. The Tabl. 2 also contains data from
manufacturing companies and corporations that announced the
introduction of Blockchain technology into business processes.

Table 2
A matrix of existing Blockchain technology products and their implementation in business processes
. . . Delivery Operation
Blockchain Platform link Development | Production | Marketing & and logistics ) and
platform stage stage sales stage stage maintenance
stage

1 2 3 4 5 6 7
VeChain https://www.vechain.org/ X X - X X
Chronicled https://www.chronicled.com/ - X - X X
Ethereum https://ethereum.org/ X X - - X
Hyperledger https://www.hyperledger.org/ X X - - X
IBM Blockchain https://www.ibm.com/blockchain X X - - X
Modum https://www.modum.io/ - X - X X
OriginTrail https://origintrail.io/ X X - X -
Ambrosus https://ambrosus.io/ - X - X -
Provenance https://www.provenance.org/ X - - - X
AdChain https://adchain.com/ - - X - -
AdEx Network https://www.adex.network/ - - X - -
BAT i Brave https://brave.com/brave-bsc/ - - X - -
CargoX https://cargox.io/ - - - X -
Civic https://www.civic.com/ - - X - -
Colu https://colu.com/ - - X - -
Everledger https://everledger.io/ - - - X -
Gitcoin https://www.gitcoin.co/ X - - - -
IBM Food Trust https://www.ibm.com/blockchain - - - X -
I0TA https://www.iota.org/ - - - - X
Loyyal https://loyyal.com/ - - X - -
Papyrus https://www.isis—papyrus.com/ - - X - -

https://www.sap.com/pr:
e I I R
ShipChain https://www.supplychain247.com/ - - - X -
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End tbl. 2
1 2 4 5 6 7
SingularDTV https://www.singulardtv.com/ - X - -
Slock.it https://blog.slock.it/ - - - X
Steem https://steem.com/ - X - -
Synckab manafactuing-ockchan * - - -
UpLink https://uplink.weforum.org/ - - - X
https://apprecs.com/android/com.
Warranteer warranteer.app/warranteer-e— - X - -
warranty-tracker
ChainSafe https://chainsafe.io/ - - - -
OpenBazaar https://github.com/OpenBazaar - X - -
TE-FOOD Eltgpc)sk:éﬁt:i;f/ood.com/solution/ _ ~ « _

Source: compiled by the authors

The proportion of technological products with Block-
chain, which are offered by five leading developers — VeChain,
Chronicled, Ethereum, Hyperledger, IBM Blockchain, takes
more than 50% of the total market offering.

With the development of Blockchain technology as such
and the growing interest of manufacturing companies in in-
troducing innovations in business processes, the share of tools
with functionality that allows the use of this technology at the
production stage has increased significantly (Fig. 2).

Operation and Development

maintenance
stage
20 %

Production
stage
REsaan! i 18%
1
Delivery and
logistics stage X
239 Marketing &
sales stage

23%
Fig. 2. A diagram of the distribution of software with Blockchain

depending on the stage of the production life cycle

Source: compiled by the authors

In this way, Blockchain can be integrated at different
stages of the production cycle to increase efficiency, reduce risk,
and provide greater transparency across industries. However,
it is worth noting that specific applications and implementa-
tion activities may vary not only by specific industries (Tab. 1),
but also by the stage of the production cycle. Thus, Blockchain
technologies are most actively implemented in management
and automation systems at the following stages: marketing and
sales, delivery and logistics (Fig. 2).

Consideration of the potential benefits of using
Blockchain technology

Let’s consider the possibility of using Blockchain tech-
nology at the stage of agreeing on a new product model (devel-
opment stage). Let’s highlight the task, which includes check-
ing the compliance of a new product with certain standards,
specifications and consumer requirements.

In general, the agreement model is a multi-criteria mod-
el of decision-making.

Let be the set C, where i =1,..n is the set of criteria
for a given product model. The criteria may include product
features, environmental sustainability, manufacturing costs,
and more.

Each criterion corresponds to a score S, in the range
[0...1], which shows how well the parameter of the new product
corresponds to the corresponding criterion. Estimates can be
obtained by expert methods through laboratory tests, as a re-
sult of questioning groups of potential consumers, etc.

Let’s introduce the set W, — the value of the weight of
each criterion depending on its importance.

Then the total assessment of the parameters of a new
product by certain standards can be calculated as follows:

A=Y WS, @
1

Possible integrations of this simple model into Block-

chain:

* after expert or experimental measurements, the val-
ues of C, are recorded in the Blockchain ledger, which
guarantees the immutability and transparency of
data;

* Blockchain will store information about who provid-
ed the assessment, when it was provided, as well as
any relevant comments or feedback, which is particu-
larly useful for tracking and auditing purposes;

* creation of a smart contract, the task of which will
be to automatically check the compliance of the ac-
quired value of parameter A with a certain threshold
value.

When creating a smart contract, a condition is intro-

duced: if the value of A exceeds a predetermined threshold, the
new product model can be considered acceptable and trans-

152

Mpo6rnemn ekoHomikm Ne 4 (58), 2023



EkoHoMiKa Ta ynpaBiHHA nignpuemcTeamn |

ferred to the prototype developers; otherwise, the model is re- with Solidity, one of the popular programming languages for
jected or reverted for improvement. Ethereum smart contracts.
The smart contract of the presented model is developed Fig. 3 shows the program code of the smart contract for

/ /SPDX-License-Identifier: MIT
pragma solidity /0.8.9;

contract ProductModelMatching {

struct Product {
uint256 productID;
uint256[ ] criteriaScores;
uint256[ ] weights;
uint256 aggregateScore;
uint256 evaluator;
uint256 timestamp;

}

m apping(uint256=> Product) public products;
uint256 public acceptanceThreshold = 500; // Arbitrary value; set your threshold here

event ProductEvaluated (uint256 productID, uint256 aggregateScore, bool accepted);

function evaluateProduct(
uint2evaluateS6 productID;
uint256[ ] memory_criteriaScores,
uint256[ ] memory weights
)public {
Require(_criteriaScores.Length == weights.length, “Scores and weights array length must
match”);
uint256 aggregateScore = 0:
for(uint256 i = 0; I <_criteriaScores[i]* weights[i];
}
products[ productID] = Product({
productID: _ productID,
criteriaScores: _ criteriaScores,
weights: _ weights,
aggregateScore: _ aggregateScore,
evaluate: msg.sender,
timestamp: block. Timestamp

D;

boolisAccepted = aggregateScore >=acceptanceThreshold;

em it ProductEvaluated( productID, aggregateScore, isAccepted);
}
function setAcceptanceThreshold(uint256 newThreshold) public {

// This function could include access control, so only authorized personnel can update

the threschol.

acceptanceThreshold = newThreshold;

}
}

Fig. 3 A snippet of the code for a smart contract to verify the compliance of a new product with certain requirements

verifying the compliance of a new product with certain stan- Weights: a list of W, weights;

dards, specifications, and consumer requirements. AggregateScore: the calculated cumulative score of A;
In Blockchain, data is structured into blocks. To compare Time-stamp: date of evaluation;

the product model, each product evaluation can be thought of Evaluator: information about the expert who conducted

as a block with fields (Fig. 3): the assessment.
ProductID: a unique identifier for the product; Let’s consider the functionality of smart contract blocks.
CriteriaScores: a list of S, scores for each C, criterion; Struct Product - a structure that contains data for each
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product, including scores by criteria, weight, cumulative score,
evaluator’s address, and evaluation time-stamp.

Mapping products — a product map that compares each
product ID with the corresponding product structure, making
it easy to retrieve and store product data.

AcceptanceThreshold — an arbitrary threshold for deter-
mining the acceptability of a product. Established on the basis
of business requirements.

Function evaluateProduct — the function allows the eval-
uator to submit scores and weights for the product. Next, the
total score is calculated and all the information is saved in the
product map.

Function setAcceptanceThreshold - the function allows
you to update the acceptance threshold. In a real-world sce-
nario, it may be necessary to add access control mechanisms to
ensure that only authorized personnel can update this value.

Event ProductEvaluated — events in Solidity allow cer-
tain actions to be recorded to the Blockchain. This event occurs
whenever a product is evaluated, denoting its total score and
whether it has been accepted.

In this way, the smart contract can automatically make
decisions based on the cumulative score, once the data is en-
tered into the Blockchain, it cannot be changed, thus ensuring
the credibility of the evaluation process, while all stakeholders
can see how and who has awarded the points.

Based on the proposed version of the smart contract,
which sets and changes the threshold for accepting the values
of the characteristics of a new product of a given level, it is
also possible to solve the problems of tracing, quality manage-
ment, automation of approval, integration with IoT devices
and others.

Next, we will take a closer look at the mathematical
model and smart contract for the tasks of tracing the origin of
products and materials, determining their compliance with the
established criteria.

To solve the problems of tracing the origin of materials
and checking their compliance with the specified criteria in the
context of Blockchain, we will use a mathematical model:

M — the set of all materials or components;

P — the set of suppliers;

C - the set of quality criteria or standards;

f: M x P— {0, 1} — a function that determines whether
the supplier supplies a given material (1 if yes, 0 otherwise);

g: M x C— {0, 1} — a function that determines whether a
material meets a certain criterion (1 if yes, 0 otherwise).

To determine which supplier a particular material me M
comes from, you can use the f function to get a list of suppliers
providing that material.

To verify that the material m € M meets all criteria of C,
it is possible to apply the function g to each criterion. If the
material meets all the criteria, then:

VeeC, g(m,c)=1. )

This model is a high-level description of how tracing
and compliance verification can be implemented in the Block-
chain.

The implementation of this model for specific tasks will
depend on the specifics and features of the Blockchain platform
used. It is important to consider that Blockchain ensures the

immutability of data, which adds an extra layer of trust to the
tracing and compliance verification process.

To implement the proposed model in the code of a smart
contract on the Ethereum platform (using the Solidity lan-
guage), it is possible to create the structure presented in the
Fig. 4.

The contract in question contains the following func-
tions:

addMaterial — the function adds a new material to the
contract; function parameters (_name: the name of the mate-
rial, _supplier: the Ethereum address of the provider of this
material). The function creates a new Materiali structure with
a given name, provider, and sets the isVerifiedto flag to false;

addCriteriaToMaterial — the function adds criteria for
a specific material; function parameters (_materialName: the
name of the material to which the criterion should be added,
_description: description of the criterion). The function creates
anew Criterioni structure with a given description and sets the
isMet flag to false. This criterion is then added to the list of
criteria for the relevant material;

verifyMaterialAgainstCriteria — the function checks
whether the material meets all the criteria and, if so, sets its sta-
tus as checked; function parameters (_materialName: the name
of the material to be tested). The function follows all the criteria
associated with this material. If all criteria are met (isMet is
true), then the status of isVerified is set to true.

setCriterionMet — the function sets the correspondence
of the material to a certain criterion; Parameters (_material-
Name: The name of the material whose criterion is to be set
to true, _criterionIndex: The index of the criteria in the list of
criteria for this material). The function sets the isMet value of
the selected criterion to true.

In addition to these basic functions, there are other
structures and variables that are used to store and manage data.
All the features are quite simple and aim to manage the mate-
rial and criteria data in the contract

It should be noted that the integration of mathematical
test models into the Blockchain system allows for transparency,
immutability and minimal automation of the process of select-
ing a model for a new product. In addition, this integration of-
fers solutions to the problems of tracing the origin of products
and materials with the determination of their compliance with
the established criteria.

However, it is important to approach the integration
with a clear understanding of the technical nuances of Block-
chain technology and with the involvement of experts from
both Blockchain and a specific manufacturing industry in the
process of creating contracts.

Discussion of the results of the assessment of possi-
bilities and prospects for the use of smart contracts

Despite the fact that Blockchain technology is primarily
associated with the financial sector, its application at different
stages of production demonstrates the high potential for the in-
troduction of this technology in various industries. The results
of data monitoring of the use of decentralized systems (Tab.
1) allow us to conclude that there is a significant increase in
the list of industries where instruments with use of Blockchain
technology have been successfully implemented.

Leading automotive concerns are using Blockchain tech-
nologies to improve mobility and autonomous driving. Health-
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pragma solidity X0.8.0;
contract TraceabilityAndComliance {
struct Material {

stiring name;
address supplier; // Ethereum provier adderess

bool isVerified; // Flag indicating whether the material assed the test }

struct Criterion {
stiring escription;

bool isMet; // Flag indicating whether the material meet the crierion

}

// Comparison of material with its criteria
mapping(string => Materail) public materials;
mapping(string => Crierion[[]) public materialCriteria;

function addMaterial(string memory name, address_suplier) public {

material[ name] = Materai({
name: name;
suppliers: suppliers;
isVerified: false
})
}

function addCriteriaToMaterial (string memory materialName, string memory

_deacription) public {
Criterion memory newCriterion = Criterion ({
isMet: false
s

materialCriterial[ materialName].push(newCriterion);
}

function verifyMaterial AgainCriterial(string memory materialName) public {

Material storage material = material [ _materialName];

Criterion[] storage criteria =materialCriterial[ materialName]:

bool allCriteriaMet = true;
for(uint I = 0; I < criteria. Length; i++) {
// can add criterion checking logic
if(criteria[i].isMet) {
allCriteriaMet = false;
break;
}
}

If(allCriteriaMet) {
material.isVerified = true;

}

Fig. 4. A snippet of the smart contract code for the tasks of tracing the origin of products and materials,
with the determination of their compliance with the established criteria

care corporations are adopting Blockchain technologies to
store patients’ medical records for insurance purposes and to
improve physician directories to secure that insurance claims
are filled out accurately.

Financial institutions are fully digitizing credentials,
which makes it possible to increase the security of the storage
system. Merchants and e-commerce companies are actively

using Blockchain to supply chains and increase transparency
in customer relationships, as well as to track the movement of
goods on their e-commerce platforms. Travel companies are
implementing Blockchain to manage flight data as well as verify
the identity of travelers.

Studies of existing software complexes and platforms
that use the latest information technologies (Tab. 2) prove that

Mpo6rnemn ekoHomikm Ne 4 (58), 2023

155



ExoHoMiKa Ta ynpaBniHHA nignpruemcTtBamu

Blockchain technologies are on the verge of large-scale integra-
tion into the production sector. Leading technology companies
are actively developing and offering Blockchain-based solu-
tions adapted to the needs of manufacturers.

Manufacturing companies have a wide variety of plat-
forms to choose from, each with its own unique features and
benefits. The choice of the appropriate platform depends on
the specific needs and goals of the enterprise. The Tab. 2 pres-
ents a classification of common software complexes depending
on the available technological capabilities for implementation
and use at different stages of the production cycle.

Thanks to Blockchain technology, production processes
can be automated and become more transparent and secure.
This can lead to lower costs, improved product traceability, and
stronger relationships with partners and customers.

The use of smart contracts, fragments of which are
shown in the Fig. 2 and Fig. 3, can automate numerous pro-
duction processes, including payments, agreements, and other
transactions, resulting in higher efficiency and cost reduction.
Smart contracts can be programmed to automatically perform
certain actions when certain conditions are met, allowing for
a high degree of flexibility and automation.

We can confidently say that with the development of
Blockchain technologies, new tools and solutions are expected
to emerge that most accurately respond to the challenges of
modern productions.

The results of improving production processes through
the introduction of smart contracts can be explained by their
ability to automate routine operations and ensure transparency
and security of transactions.

Smart contracts contribute to reliability and transparen-
cy at every stage of production, which can be crucial for various
areas of production and enterprise activities. The benefits come
from smart contract features such as automation, security, and
transparency. A special value is that smart contracts provide a
high level of trust between the participants in the transaction,
the absence of the need for intermediaries, as well as the abil-
ity to monitor all stages of the transaction and/or production
process.

Among the shortcomings of the study should be men-
tioned the lack of certain data and metrics on the effectiveness of
the implementation of smart contracts, also no sufficient analy-
sis of alternative technologies or strategies was carried out.

The findings can be applied to many industries, includ-
ing finance, supply chains, health care, and any other field that
requires secure and transparent transactions and processes.
Practical use is particularly important in environments that re-
quire a high level of transparency and security without the need
for a central authority.

Conclusions

1. The study solves the problem of defining the principles

and mechanisms of Blockchain, which include decen-
tralization, cryptographic protection and distributed
consensus. Special attention is paid to smart contracts
as an instrument that performs automatic actions
when certain conditions are met in Ethereum. Smart
contracts are distinguished by autonomy, objectivity
of fulfillment of conditions and independence in per-
forming operations, which are key to automating and
ensuring the security of transactions in the system.

2. The application of Blockchain in various sectors was
examined, including its impact on operational ef-
ficiency, transparency, and reliability of processes
from idea to production and technical support of the
product. Examples in various industries confirm its
versatility and adaptability. Examples of applications
of Blockchain technology from leading companies in
the world include: the use of Blockchain to improve
mobility technologies, the application of Blockchain
to improve autonomous driving technologies. In
addition, it is important to integrate Blockchain for
digital record processing and improve the security
of the storage system, using Blockchain to track the
movement of products from farmers to stores. There
are also other cases where companies from different
sectors of the economy successfully integrate Block-
chain technologies to optimize production and man-
agement processes.

3. Blockchain technology has been classified and ana-
lyzed in the context of its use at different stages of
the production cycle. The key differences and specif-
ics of the use of smart contracts and other Blockchain
technologies were studied at different stages of the
product life cycle, from idea to operation.

The benefits of using Blockchain were considered in

a production context, including increased transparency, data
security, and optimization of business processes through auto-
mation. Specific cases have shown how the implementation of
Blockchain can increase efficiency and reduce costs by provid-
ing new possibilities for enterprises.

4. The introduction of Blockchain technologies and, in
particular, the use of smart contracts written in the
Solidity language, opens up new opportunities for au-
tomation and optimization of business processes of
a manufacturing enterprise. The program code creat-
ed using Solidity allows you to implement conditional
actions and transactions in the Blockchain. This can
enable automated fulfillment of contract terms to
verify the compliance of a new product with certain
requirements and for the tasks of tracing the origin
of products and materials, determining their compli-
ance with established criteria.

The presented examples and analytics can be used as

a basis for further research and development in the field of
Blockchain technologies, as well as an illustration of the real
application of the technology in various industries.
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