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This article proposes a hybrid and modular architecture for fraud detection that integrates both offline and online machine learning models to address
challenges in dynamic financial transaction environments. The framework combines high-performance offline models, including XGBoost, LightGBM, and
deep neural networks, with lightweight and adaptive online learners, such as Hoeffding Trees and Adaptive Random Forests, enabling accurate detection in
both historical datasets and real-time streaming transactions. A key methodological contribution lies in balancing predictive performance, responsiveness,
and interpretability, achieved through a weighted risk scoring mechanism and a unified cost-sensitive evaluation framework that aligns technical metrics
with tangible financial impacts. The architecture emphasizes modularity and scalability, facilitating continuous adaptation via concept drift detection and
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in production-grade financial ecosystems, even under high-volume transactional loads. The proposed system effectively bridges the gap between advanced
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interpretability, and economic evaluation of false positives in banking contexts. Future research directions include integrating graph-based relational features
for network fraud detection, applying reinforcement learning for adaptive decision optimization, and employing federated learning techniques to enhance
data privacy across institutions. Overall, the proposed framework represents a scalable, transparent, and adaptive approach that evolves alongside emerging
fraud strategies, delivering a deployable system with practical and financial relevance.

Keywords: fraud detection, hybrid architecture, machine learning, concept drift, model evaluation, explainability, financial risk.
DOI: https://doi.org/10.32983/2222-0712-2025-3-312-320

Fig.: 6. Formulae: 5. Bibl.: 12.

Caprian lurie - Postgraduate Student, State University of Moldova (60 Alexei Mateevici Str., Kishinev, MD-2009, Moldova)
E-mail: iuriecaprian@gmail.com

ORCID: https://orcid.org/0000-0001-5484-3087

Y/IK 004.8:005.8
JEL Classification: G20; L86

KanpiaH 0. Fi6pudHa modynbHa apximekmypa 0ns euseneHHsA waxpalicmea 3 BUKOPUCMAHHAM oghAaaiiH- ma oHAaliH-modeneli MaWUHHO20 HABYAHHS

Y yiti cmammi nponoHyemobcs 2ibpudHa ma modyabHa apximekmypa 045 8useneHHA waxpalicmea, AKa iHMe2pye K ogpnaliH-, mak i oHAaliH-modesi MawuH-
HO020 HaBYAHHA 044 P036'A3aHHA MPobaem y OUHAMIYHUX cepedosuwax (iHaHCOBUX MpaH3akyil. dpeliMeopk NOEOHYE BUCOKOMPOOYKMUBHI ognaliH-modesi,
sKatoYaroyu XGBoost, LightGBM ma 2auboki HelipoHHi Mepexi, 3 neakumu ma adanmusHUMU Ha84aIbHUMU MOOeAMU oHAAlH (Hanpukaad, depeso XoggdiHaa,
adanmusHuli Memod 8unNaOKOBUX ficia), W0 00380119 MOYHO BUABAAMU Waxpalicmeo AK 8 icmopuYHUX HABopax OaHUX, MAK i y TOMOKOBUX MPAH3AKUISX Y pe-
aneHomy yaci. Karo4osuii memodosnoziyHuli BHECOK N0aA2a€E y 6ANAHCY8AHHI MPO2HO3HOI MPOAYKMUBHOCMI, Y4ymausocmi ma iHmepnpemayii, wo docaeaemscs
30 00MOMO2010 MeXAHI3My 38aX(EeHOI OYiHKU PU3UKie Ma EOUHOI eKOHOMIYHO 4ymsIUBOI CUCMEMU OUIHIOBAHHS, AKA Y3200H#YE MEXHIYHI MOKA3HUKU 3 8i04yMHUMU
iHaHcosumu Hacnidkamu. Apximekmypa nidkpecatoe modynbHicme i macwmabosaHicme, cnpusto4u nocmiliHit adanmauii 3a donomozoro sussneHHs dpeligy
KoHUenuill i nepeHagyaHHA Ha OCHOBI 380pOMHO20 36'A3Ky. Ii peanisauia y KoHmeliHepHOMy cepedosui 3 6I0KpUMUM KOOoM 3a6e3nevye 8i0meoplosaHicme,
HaditiHicme i 6e3nepebiliHe Po320pMAHHS y hiHAHCOBUX eKoCUCMeMax 8UPOBHUYO020 PigHS, HABIMb 3a BeAUKUX 06CA2i8 MPAH3AKYIlIHUX HABAHMAM EHb. 3anpo-
10HOBAHA CUCMeEMA eheKMUBHO YCy8aE PO3PUS Mixt nepedosumu 00CIOHEHHAMU MAWUHHO20 HABYAHHA Ma onepayiliHuMU 8UMo2amu, 3a6e3neqyruu 2Hy4Ke,
iHmepnpemosaHe ma onepayiliHo Xumme3damHe piweHHA 004 Cy4acHo20 suasneHHA waxpalicmea. Kpim ybo2o, ye 0ocnioneHHa KoHconioye nonepedHto
pobomy asmopa 3 iHmenekmMyanbHUX cucmem 8usAsneHHA waxpalicmea, po3wuprotoyu nonepedHili sHecok y 8ubip modenel, iHmepnpemayito wmy4yHo2o iHme-
/leKmy ma eKoHOMIYHy OUiHKY XUBHO Mo3umugHuUX pe3yasmamie y baHkigcbKux KoHmexkcmax. MalibymHi HanpamKu 00cidxeHb 8KkAK4aMb iHMe2payito pe-
NIAUILHUX 03HAK HO OCHOBI 2pachie 0115 BUABNEHHSA MEPEXEB020 WAXPALicMea, 30CMOCY8AHHSA HABYAHHA 3 NIOKPINAeHHAM 045 a0aNMuUHOi onMuMiayji piweHs
i BUKOpUCMAHHA Memodig (hedepamueHo20 HABYAHHA 018 NiOBUEHHSA KOHiOeHYiliHOCMi daHUX 8 ycmaHOBaX. 302G/70M 3aNPONOHOBAHA CMPYKMYPA ABNAE
coboro macwmabosarut, nposopuli ma adanmugHuli Nioxio, AKuli po38UBAEMbCA Pa3oM i3 HOBUMU cmpamezismu 6opombbu 3 waxpalicmeom, 3a6e3neyyroyu
P0320pMAHHA cUCMemu 3 MPAKMUYHOK Ma (iHAHCOBOI0 3HAYYWicMIo.

Kntovoei cnoea: suseneHHs waxpalicmea, MawuHHe HaBYGHHS, MOOY/bHA apXimekmypa, adanmueHe HABYAHHS, OUIHKA PU3UKY, MpodykmueHicms modenel,
KoHuenmyansHuli dpelich, piHaHcosi mexHonoeii.
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Introduction. Financial fraud, particularly in the con-
text of electronic banking and digital transactions, represents
a growing global threat with severe economic consequences.
As financial institutions increasingly rely on automated sys-
tems for transaction processing, the need for intelligent, adap-
tive fraud detection mechanisms becomes critical.

Traditional fraud detection approaches often struggle
to maintain accuracy over time due to the evolving nature of
fraudulent behavior — a phenomenon known as concept drift
[4]. In addition, many systems do not effectively balance the
trade-off between comprehensive offline analysis and the low-
latency requirements of real-time detection.

This article proposes a hybrid modular architecture that
combines offline and online machine learning models to de-
tect and prevent fraudulent transactions. The system leverages
historical data for high-precision training and real-time data
streams for rapid, adaptive predictions.

The main methodological and practical contributions of
this study are as follows:

* A scalable, modular architecture that supports both

batch and streaming data processing;

A risk scoring mechanism that incorporates expert-
driven and data-driven features;

A concept drift detection strategy to trigger model
retraining when needed;

* A multi-criteria evaluation framework, including

performance, cost, and robustness metrics.

Literature Review. Related Work. Fraud detection in
the financial domain has been widely explored using various
machine learning (ML) and statistical techniques. Early ap-
proaches relied heavily on rule-based systems and traditional
classifiers such as logistic regression and decision trees. While
interpretable, these models often fall short in detecting sophis-
ticated or evolving fraud patterns.

Recent research has shifted toward ensemble methods
(e.g., Random Forest, XGBoost, LightGBM), which have dem-
onstrated improved performance on highly imbalanced data-
sets. Boosting algorithms, in particular, have been widely ad-
opted for their ability to capture non-linear interactions and
minimize false negatives in fraud detection scenarios [1; 2].

Online learning techniques such as Hoeffding Trees,
Adaptive Random Forests, and incremental versions of percep-
trons have been proposed to address the need for low-latency
detection and continuous model adaptation [3; 7]. These mod-
els are well-suited for stream data environments but may suffer
from lower accuracy compared to their offline counterparts.

Several studies have highlighted the importance of
concept drift in fraud detection. Methods for drift detection
include window-based techniques, statistical tests, and per-
formance monitoring frameworks [4; 5]. However, most ap-
proaches either focus on offline retraining or simplistic online
adaptation, without a unified hybrid solution.

Hybrid architectures, which combine offline and on-
line learning, remain relatively underexplored in academic
literature. Some recent efforts propose dual pipelines but lack
modular design, explicit drift handling, or cost-sensitive evalu-
ation mechanisms [6]. Moreover, few studies offer a reproduc-
ible methodology that integrates both real-time streaming and
historical data analysis in a scalable framework.

Our work addresses these gaps by proposing a com-
prehensive architecture that supports model retraining,
drift adaptation, and real-time detection, while maintaining
high interpretability and performance under real-world con-
straints.

Despite these advancements, hybrid architectures that
combine the strengths of both offline and online learning are
still underrepresented in literature. While some emerging
studies propose dual-model pipelines, they often lack a truly
modular design, dynamic drift adaptation, or integration of
cost-sensitive evaluation [6]. Furthermore, few offer end-to-
end reproducibility or scalability suitable for industrial de-
ployment.

In this context, our research introduces a modular hybrid
framework designed to bridge these gaps, incorporating offline
retraining, online adaptation, and real-time decision support,
all validated through financial impact metrics and scalable de-
ployment scenarios.

Methodology. Overview of the Proposed Architecture.
Overview of the Proposed Architecture. The proposed fraud
detection system follows a hybrid modular architecture de-
signed to combine the strengths of both offline and online
machine learning models. The system comprises three main
components:

1. Offline Learning Module - performs high-capacity

training on historical, labeled datasets, using models
such as XGBoost and LightGBM [2].

2. Online Detection Module — processes real-time trans-
actions with adaptive, low-latency models, including
Hoeffding Trees and Adaptive Random Forests [3; 7].

3. Monitoring and Feedback Module — enables perfor-
mance tracking, concept drift detection [4; 5], and
continuous system improvement through feedback
loops.

A high-level architectural diagram (see Figure 1) illus-
trates the interaction between these components. Historical
data is processed in batches for offline model training and fea-
ture engineering, while live transaction streams are analyzed
by incremental learning algorithms for immediate fraud detec-
tion. A centralized monitoring mechanism coordinates feed-
back, triggers model updates, and visualizes alerts via an inte-
grated dashboard.

Data Sources and Preprocessing. To simulate both his-
torical and streaming environments, the methodology uses
a combination of public datasets (e.g., Credit Card Fraud De-
tection Dataset) and synthetic transactional data.

Key preprocessing steps include:

* feature engineering: Creation of time-frequency, geo-

location, and behavioral features;

* imbalance handling: Application of SMOTE and ran-
dom under-sampling techniques [1];

* normalization: Min-max scaling applied to selected
numerical variables.

These steps are essential for reducing noise, managing
skewed class distributions, and improving downstream model
accuracy.

Offline Learning Module. This module trains supervised
learning models on labeled historical data to capture long-term
fraud patterns. The models used include:
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* XGBoost and LightGBM: Gradient boosting frame-
works known for handling class imbalance and learn-
ing complex nonlinear relationships [2];

* Deep Neural Networks (DNNs): Capture higher-
order feature interactions that may not be visible to
traditional models [8].

Offline models are periodically retrained and evaluated
using stratified 10-fold cross-validation, optimizing for F1-
score, AUC-ROC, and cost-based errors.

Online Detection Module. This module handles real-time
streaming data using adaptive learning techniques capable of
incremental updates without full retraining.

Implemented algorithms:

* Hoeffding Trees;

* Adaptive Random Forests;

*  Online Perceptrons.

These models are integrated into streaming infrastruc-
tures (e.g., Apache Kafka pipelines) and are optimized for low
latency, early fraud flagging, and stream adaptability [3; 7].

Drift Detection and Feedback Loop. Given the evolving
nature of fraud, the system incorporates a concept drift moni-
toring mechanism. Drift is measured using a performance-
change formula (A):

A(t) = |M, - M,_| (1)

Where M, is a metric such as F1-score or AUC at time £;
Drift is flagged when A(¢f)>¢, prompting retraining [4; 5].

The feedback loop also includes a manual validation
dashboard, alert triggers, and model weight adjustments based
on expert input.

Model Evaluation and Metrics. A robust and comprehen-
sive evaluation strategy is essential in fraud detection systems,
particularly when models operate in both offline and online
environments. The proposed hybrid framework was assessed
through a combination of performance metrics, cost-sensitive
analyses, and stability tracking to ensure long-term effective-
ness and adaptability [8].

Risk Scoring Formula. Each transaction is evaluated
through a weighted scoring mechanism that reflects the pres-
ence and intensity of risk-related features:

Rithransactian = zmi : f; ’ (2)

i=1

Where f, represents the normalized value of feature iii (e.g.,
transaction amount, unusual location, anomalous time);

w, is the risk weight assigned either through data-driven
learning or expert calibration [9].

The score is compared to a predefined threshold 0\thetad
to trigger alerts. The formula also supports feature attribution
analysis, offering transparency into the decision-making pro-
cess [9].

Evaluation Metrics. To rigorously evaluate both the clas-
sification performance and operational utility, the following
metrics were employed:

* Precision: Proportion of correctly identified frauds

among all flagged cases

* Recall (Sensitivity): Proportion of actual frauds cor-

rectly detected

* FI1-Score: Harmonic mean between precision and re-
call

*  AUC-ROC: Area under the Receiver Operating Char-
acteristic curve

* False Positive Rate (FPR): Critical in minimizing un-
necessary alerts

* Response Time: Measures latency in real-time fraud
detection [10]

Concept Drift Detection. To handle evolving patterns in
fraud, the system integrates a performance-drift monitoring
formula:

A(t)=|M, - M,-1]| 3)

A drift is flagged when A(f)>¢, indicating a need for re-
training [4].

Cost-Based Evaluation. Economic impact is a central
criterion in fraud detection. We used the following formula to
estimate the total error-related costs:

Cost , . ;= CpyNFN + C2N, (4)

total FP~"FP

Where Cr,,C, are the costs assigned to false negatives and
false positives, respectively;

Ny Nppare the number of false negatives and false posi-
tives.

Example: A single undetected fraudulent transaction
may result in a loss of $10.000, while a false positive may cost
$100 due to manual review [1].

Unified Scoring for Model Comparison. To facilitate
multi-objective model selection, a composite score was com-

puted using weighted contributions from multiple criteria:
Overall Score = a-F1 + -(1-FPR) + y-Stability

Weights o, B, y reflect system-specific priorities such as
regulatory compliance or cost-sensitivity [8].

Evaluation Settings. Model performance was assessed
under the following conditions:

*  Offline Evaluation: Stratified 10-fold cross-validation

on historical labeled datasets.

* Online Simulation: Sliding window validation with

injected concept drift for stream-based testing.

Robustness Checks: Stress testing with varying feature
distributions, noise levels, and input delays.

A comparative chart (see Figure 1) presents the uni-
fied scores of XGBoost, Adaptive Random Forest, and Online
Perceptron, using weights of 0.5 (F1-score), 0.3 (1 - FPR), and
0.2 (stability). Figure 1 provides a comparative visualization
of the composite scores for the three selected models: XG-
Boost, Adaptive Random Forest, and Online Perceptron. This
comparison highlights the overall performance of each model
based on a weighted scoring system that combines F1-score,
false positive rate (FPR), and stability [8].

The XGBoost model (Figure 1) achieves the highest
composite score of 0.93, demonstrating strong classification
performance and high stability across scenarios involving
concept drift. Adaptive Random Forest follows closely with
a score of 0.90, benefiting from real-time adaptability and en-
semble robustness. The Online Perceptron, although achiev-
ing a lower score of 0.85, remains highly efficient in environ-
ments with strict latency constraints and limited computa-
tional resources [3]

314

Mpo6rnemn ekoHomikm Ne 3 (65), 2025



MaTtemaTtunyHi MeToau Ta Moaeni B eKOHOMiL

Caneral Score
09
08
0,7
0,6
0,5
04

03
0,2

Offline
Model 1

Offline Online Hybrid  pmodel
Model 2 Model Model

Fig. 2. Cost-Adjusted General Score Comparison
Source: elaborated by the author

The y-axis represents the normalized composite score

ranging from 0 to 1, calculated as:

Overall Score = a-F1 + B-(I-FPR) + y-Stability
with weights set to o = 0.5, f = 0.3, and y = 0.2 to reflect the sys-
tem's prioritization of precision, reliability, and robustness. The
x-axis displays the evaluated models. This visualization facili-
tates an integrated assessment of performance, error tolerance,
and adaptability under operational conditions.

Figure 2 illustrates the cost-adjusted general scores of
four model types — two offline models, one online model, and
one hybrid model — based on their ability to minimize financial
losses associated with false positives and false negatives.

Composite Score

107 093 0.90

00r
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0,0 = 2

XGBoost Adaptive RF Perceptron

Fig. 1. Composite Model Performance Scores
Source: elaborated by the

The y-axis represents the general score adjusted for cost,
on a normalized scale from 0.5 to 0.9, while the x-axis denotes
the evaluated model types. These scores were computed using
the formula:

Total Cost = Cp,\-FN + C,,-FP (5)

where Cp,; and Cp, are the costs of false negatives and false
positives, respectively. The general score reflects the inverse of
this cost — higher values indicate better cost-efficiency.
As shown in the chart:
+  Offline Model 1 registers the lowest score (~0.55), in-
dicating poor cost performance.
Offline Model 2 performs slightly better (~0.65), sug-
gesting improvements in classification or calibration.
* The Online Model reaches ~0.72, benefiting from
real-time adaptability and lower false negatives.

The Hybrid Model outperforms all others with a score of
~0.83, offering the best trade-off between predictive accuracy
and financial risk.

These findings confirm that high classification accuracy
alone does not guarantee optimal economic performance. In-
stead, the hybrid approach — which balances long-term learn-
ing with real-time responsiveness — emerges as the most viable
option for reducing fraud-related losses in practice.

Conclusion to Model Evaluation and Metrics. The com-
prehensive evaluation strategy presented in this section high-
lights the essential role of multi-dimensional performance as-
sessment in modern fraud detection systems. By integrating
classical classification metrics (e.g., F1-score, AUC-ROC, pre-
cision, recall) with cost-sensitive analysis, concept drift detec-
tion, and stability tracking, the proposed methodology enables
a more realistic and robust understanding of model behavior in
both static and dynamic environments.

A key strength of this framework lies in its ability to
bridge technical performance and real-world constraints, such
as financial losses caused by undetected fraud and the op-
erational overhead of false alarms. The cost-adjusted scoring
scheme, together with unified composite metrics, facilitates
strategic model selection based on both predictive power and
economic impact.

Furthermore, the inclusion of concept drift detection
mechanisms ensures long-term adaptability in the face of
evolving adversarial tactics — a defining characteristic of fraud
scenarios.

The hybrid evaluation approach, combining offline
cross-validation and real-time streaming simulation, mirrors
the system's architectural duality and underscores its readiness
for deployment in production-grade environments.

In conclusion, this evaluation module transcends its ana-
lytical role to function as a decision-support layer — enhancing
transparency, traceability, and trust in the broader fraud detec-
tion pipeline. It effectively transforms the proposed architec-
ture into a cost-aware, risk-resilient, and operationally viable
system aligned with both technical rigor and business priori-
ties.

Implementation. The implementation of the proposed
hybrid fraud detection architecture was carried out using a
combination of offline and streaming technologies, ensuring
both scalability and adaptability. The system was built to sup-
port end-to-end fraud detection — from batch training to real-
time scoring — while integrating key feedback and monitoring
mechanisms.

Technology Stack. The architecture was implemented us-
ing the following tools and frameworks:

* Offline Learning Module: Python (scikit-learn, XG-

Boost, LightGBM, TensorFlow);

* Data Processing: Pandas, NumPy, and Feature-engine
for feature construction and preprocessing;

* Online Detection Module: River library (for online
machine learning models like Hoeffding Trees and
Adaptive Random Forests);

*  Streaming Infrastructure: Apache Kafka for message
queuing and transaction stream simulation;

* Monitoring and Feedback: Grafana and Prometheus
for metric visualization and performance tracking.
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All modules were containerized using Docker to allow
reproducibility and easy deployment. The overall orchestration
was managed through Docker Compose.

Data Flow and Integration. Historical Data Pipeline:
Raw historical data was ingested, cleaned, and preprocessed
in batches. Feature engineering and label assignment were
performed during this phase. Offline models were trained and
periodically re-evaluated [4; 7].

*+ Streaming Pipeline: Real-time transaction data was
published to Kafka topics. The online module sub-
scribed to these topics, processed each transaction
using lightweight models, and generated fraud scores
with minimal latency.

* Feedback Loop: A monitoring service tracked system
performance metrics and concept drift signals. Upon
detection of significant drift or degradation in metrics,
retraining was triggered via the offline module [5; 8].

Deployment and Testing Environment. The system was
deployed and tested on a local server with the following speci-
fications:

* CPU: 16-core AMD Ryzen;

* RAM: 64 GB;

* OS: Ubuntu 22.04 LTS;

* Environment: Python 3.10.

For performance testing, streaming data was injected at
varying rates (100-1000 transactions/sec) to simulate realis-
tic high-load environments. The system demonstrated robust

Historical
Data
4 * N\ 4 N\
Battepurec- Offline Detection
cessing Module
Offline Incremental
Model > | Prococessing
Training
+ Model
Offline Repository
Prococessing
. J . J

_——

)

- 7
/ \,

real-time processing capabilities and adaptive retraining within
tolerable time limits.

Integration with Business Logic. To ensure compatibility
with existing financial transaction systems, a RESTful API in-
terface was developed for scoring incoming transactions and
receiving feedback from manual reviews. This API acted as a
bridge between the ML models and operational decision en-
gines.

Reproducibility and Extensibility. The implementation
was designed to be modular and extensible:

* Each component (offline trainer, online detector, drift
monitor) is independently deployable and replace-
able;

* Configurations (e.g., scoring thresholds, drift limits,
cost parameters) are externalized for tuning;

* The entire system is documented and version-con-
trolled, facilitating future improvements and aca-
demic replication [6; 9].

Hllustrative Overview of the System Workflow. The follow-
ing diagram provides a visual representation of the end-to-end
data flow in the proposed hybrid fraud detection architecture. It
illustrates how the offline and online modules interact through a
shared monitoring and feedback mechanism. The schema high-
lights three key pipelines: historical batch processing, real-time
stream processing, and the integrated feedback loop responsible
for retraining and alerting. Each component is modular, allow-
ing flexibility for deployment and future scaling.

Monitoring and Feedback

—— ——

~N s \\
Drift

b Detection
\ /

‘
Performance

b Metrics /
\

AN // AN V2

Fraud
Scoring

Incremental
Prococessing

Live
Transactions

Fig. 3. End-to-end data flow for the hybrid fraud detection system

Source: elaborated by the author

The diagram shows the integration of historical data in-
gestion, offline model training, real-time transaction scoring, and
feedback-based drift adaptation across all system modules.

Results. This section presents the performance out-
comes of the proposed hybrid fraud detection system, based on
extensive experimentation in both offline and online environ-
ments. The analysis covers multiple dimensions, including pre-
dictive accuracy, computational efficiency, drift adaptability,
and cost-effectiveness — ensuring a comprehensive evaluation
of the system under realistic conditions.

Offline Model Performance. Offline experiments were
conducted using stratified 10-fold cross-validation on histori-
cal transaction datasets. The best-performing models — XG-
Boost, LightGBM, and Deep Neural Networks (DNNs) — dem-
onstrated high classification accuracy, robustness, and effective
handling of class imbalance:

*  XGBoost: F1-score = 0.921, AUC-ROC = 0.986

* LightGBM: F1-score = 0.915, AUC-ROC = 0.982

* DNN: Fl-score = 0.907, AUC-ROC = 0.976

These results underline the capacity of gradient boosting
algorithms to capture non-linear fraud patterns and maintain
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high discriminative power. Hyperparameter tuning and class
weighting further enhanced model performance in the imbal-
anced data setting.

Online Model Performance. The online detection module
was evaluated using simulated transaction streams with inject-
ed concept drift. This testing environment allowed for dynamic
analysis of real-time performance and adaptability. Among the
tested models, Adaptive Random Forests and Hoeftding Trees
achieved the best balance between detection accuracy and re-
sponse latency:

* Adaptive Random Forest: F1-score = 0.894, Response

Time < 150 ms

* Hoeffding Tree: F1-score = 0.873, Response Time <
100 ms

*  Online Perceptron: F1-score = 0.835, Response Time
<50 ms

These models maintained stable detection rates even
when confronted with changes in feature distributions, con-
firming their suitability for streaming data scenarios [3].

Concept Drift Adaptability. The system’s concept drift
detection mechanisms effectively identified performance deg-
radation by monitoring shifts in feature distributions and pre-
diction error patterns. The custom A(t) indicator, in conjunc-
tion with drift-sensitive metrics, triggered retraining routines
promptly. The retraining process restored model performance
with minimal downtime and resulted in an average F1-score
improvement of 6-9% post-drift, depending on the severity
and type of drift introduced [4; 5; 7; 8].

Cost-Effectiveness Analysis. A cost-sensitive evaluation
framework was applied to reflect the financial implications of
model decisions. Based on realistic assumptions (e.g., $10.000
per undetected fraud case, $100 per false positive alert), the to-
tal estimated cost for each model was computed:

* XGBoost incurred the lowest total cost, owing to its

superior precision and recall.

* Adaptive Random Forest achieved the best cost-per-
formance trade-off in the online module, offering rea-
sonable accuracy with low latency and reduced false
positives.

These findings support model selection not only from a
technical standpoint but also from a risk-mitigation and opera-
tional cost perspective [1].

Overall Score Comparison. To facilitate model com-
parison across multiple dimensions, a composite score was
computed by integrating the F1l-score, 1-False Positive Rate
(1-FPR), and prediction stability. The scores were normalized
and weighted according to operational priorities:

* In the offline setting, XGBoost ranked highest over-

all.

* In the online streaming context, Adaptive Random
Forest was the top performer.

This comparison reinforces the hybrid design principle:
deploying specialized models tailored to their respective oper-
ational environments maximizes overall system performance.

Visualization of Results. Comparative visualizations were
generated to illustrate model performance trade-offs. These in-
clude ROC curves, drift evolution plots, and cost-adjusted bar
charts. The figures underscore the strategic value of the hybrid
approach, especially in balancing detection accuracy, system
responsiveness, and financial impact.

The experimental results confirm that the proposed ar-
chitecture is well-equipped to detect fraudulent transactions
under dynamic, imbalanced, and high-throughput conditions.
The hybrid strategy not only ensures high predictive accuracy,
but also supports scalable deployment, fast adaptation, and
cost-aware decision-making in real-world scenarios.

The following figure provides a synthesized visual rep-
resentation of the results obtained from the hybrid fraud de-
tection system. It highlights key findings across offline and
online evaluations, emphasizing performance metrics, model
responsiveness under concept drift, and financial efficiency.
This flowchart is designed to offer a quick yet comprehensive
snapshot of the system’s effectiveness across different testing
dimensions.

This figure summarizes the main experimental results
from both offline and online modules. It illustrates compara-
tive model performances (F1-score, AUC, response time), the
impact of adaptive retraining triggered by drift detection, and
the relative cost-efficiency of models such as XGBoost and
Adaptive Random Forest. The diagram visually reinforces the
system’s dual strengths: predictive power and operational prac-
ticality in high-volume, real-time environments.

Discussion. The results of the hybrid fraud detection ar-
chitecture highlight several important insights regarding both
technical performance and practical implications for financial
institutions.

Performance Trade-offs and Observations. The hybrid
system achieved strong results across key performance indica-
tors, particularly in F1-score, cost reduction, and adaptability
to concept drift. Offline models such as XGBoost delivered
high predictive accuracy, effectively capturing complex fraud
patterns in imbalanced datasets. Meanwhile, online models
like Adaptive Random Forests provided fast reaction times and
maintained stability in streaming environments affected by
data drift.

These findings confirm the complementary strengths of
the dual-model design: while offline learners offer deep learn-
ing capabilities, online learners ensure real-time responsive-
ness. However, some trade-offs were evident. Online models
tended to exhibit lower overall accuracy due to limited learning
of intricate feature interactions. Offline models, although more
accurate, required periodic retraining and lacked real-time ad-
aptation. The hybrid approach mitigated these limitations by
combining long-term learning with short-term agility.

Real-World Integration Challenges. From a deployment
perspective, integrating the proposed architecture into exist-
ing financial infrastructures revealed several operational chal-
lenges. These included latency sensitivity, compatibility with
legacy systems via APIs, and the automation of feedback loops.
Fine-tuning thresholds for concept drift detection and defin-
ing retraining triggers were particularly crucial for maintaining
system responsiveness without generating excessive false posi-
tives.

Furthermore, model interpretability emerged as a key
concern among stakeholders. Ensemble-based models, though
powerful, are often viewed as opaque or "black box" systems.
To address this, the implementation incorporated risk scor-
ing formulas and feature attribution tools (e.g., SHAP values),
which helped increase transparency and stakeholder confi-
dence in model outputs.
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Fig. 4. Results of the Hybrid Fraud Detection System

Source: elaborated by the author

Economic and Operational Impact. The cost-sensitive
evaluation framework provided clear evidence of the system’s
economic value. By minimizing false negatives —typically as-
sociated with significant financial losses — the hybrid model
substantially reduced total operational costs. The use of cost-
adjusted metrics also allowed informed model selection based
on business risk thresholds and tolerance.

Additionally, the system’s adaptability to evolving fraud
behaviors reduced the burden of manual transaction verifica-
tion and improved decision-making speed. This responsiveness
to change is critical in maintaining long-term detection efficacy
in adversarial environments.

Limitations and Areas for Improvement. Despite its
strengths, the architecture has several limitations. First, the
experiments used partially synthetic datasets to simulate large-
scale transaction flows, which may not fully capture the com-
plexity of real-world fraud patterns and adversarial behavior.
Second, the feedback loop was primarily reactive — triggered
by degradation in performance metrics. Future work could ex-
plore more proactive learning mechanisms, such as reinforce-
ment learning or active learning, to anticipate fraud patterns
earlier.

Moreover, although the system is designed to be modu-
lar and easily deployable, production-level implementation in
regulated financial environments would require further valida-
tion, security audits, and compliance testing.

Contributions and Future Outlook. This study contrib-
utes a scalable, modular, and economically viable framework for

fraud detection, combining batch-trained models with stream-
ing detectors. The hybrid architecture provides a realistic path
forward for financial institutions that require both accuracy
and adaptability in high-volume, dynamic environments.

Looking ahead, future research could investigate feder-
ated learning approaches to enhance data privacy across insti-
tutions or integrate graph-based anomaly detection techniques
for capturing relational fraud. Additionally, integrating explain-
able Al (XAI) techniques more deeply into the architecture
could further improve model interpretability and regulatory
compliance.

Ultimately, the proposed system underscores the impor-
tance of adaptive, interpretable, and cost-sensitive Al systems
in high-stakes domains such as financial fraud, paving the way
for intelligent, trustworthy, and human-centered decision sup-
port.

The following diagram (Figure 5) summarizes the key
insights drawn from the hybrid fraud detection framework. It
visualizes how performance, cost-effectiveness, adaptability,
and future potential converge to support a real-world, scalable
deployment strategy.

This figure synthesizes the discussion's core elements,
showcasing how technical strengths like concept drift resilience
and offline-online synergy translate into operational value. It
also highlights the trade-offs encountered, deployment lessons
learned, and the roadmap for future enhancements.

Conclusion. This article proposes a hybrid and modular
fraud detection architecture that integrates both offline learn-
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Fig. 5. Key Insights from the Hybrid Fraud
Detection Architecture
Source: elaborated by the author

ing and real-time online adaptation. By combining high-per-
formance offline models — such as XGBoost, LightGBM, and
Deep Neural Networks (DNNs) — with adaptive, lightweight
online learners — such as Hoeffding Trees and Adaptive Ran-
dom Forests — the system effectively addresses the challenges
of fraud detection in both historical and streaming transaction
contexts.

A key methodological contribution of this study lies in
its ability to balance predictive performance, responsiveness,
and interpretability. The inclusion of a weighted risk scoring
mechanism enhances decision transparency, while the unified
cost-sensitive evaluation framework ensures alignment be-
tween technical metrics and real-world financial implications.

The architecture is designed with modularity and scal-
ability in mind, enabling ongoing adaptation through concept
drift detection and feedback-driven retraining. Implementa-
tion in a containerized, open-source environment ensured
reproducibility and robustness under high-load simulations,
facilitating seamless deployment in production-grade financial
ecosystems.

In summary, the proposed framework offers a flexible,
interpretable, and operationally viable solution to modern
fraud detection. It bridges the gap between advanced machine
learning research and real-world requirements, contributing a
deployable system that evolves alongside fraud strategies.

Future research directions include integrating graph-
based relational features for network fraud detection, applying
reinforcement learning for adaptive decision optimization, and
leveraging federated learning techniques to ensure data privacy
across institutions.

The following diagram summarizes the core architec-
ture and contributions of the proposed hybrid fraud detection
system, visually consolidating its functional layers and opera-
tional flow.

The Figure 6 illustrates the complete architecture of the
hybrid fraud detection framework developed in this study.
The model integrates batch-based offline learning with real-

Hybrid Fraud Detection Architecture
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. J . J
\
4 N\ 4 )
Results Implications
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performance; deployment;
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= Adaptability to
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. J/ . J

Author's
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Fig. 6. Hybrid Fraud Detection System Overview
Source: elaborated by the author

time streaming detection to address modern fraud detection
challenges. The author’s key contributions reflected in this
system are:

1. Design of a dual-layer architecture combining offline
and online modules for improved adaptability and ac-
curacy.

2. Integration of cost-sensitive evaluation metrics to align
model performance with financial risk reduction.

3. Development of a feedback-driven retraining loop
that supports concept drift detection and continuous
learning.

4. Implementation of a modular and containerized in-
frastructure using open-source technologies for real-
world deployment.

5. Improved interpretability through risk scoring and
attribution mechanisms tailored to financial institu-
tions’ needs.

This hybrid system represents a pragmatic and scalable
approach that bridges academic innovation with the opera-
tional demands of fraud prevention in dynamic, high-volume
environments.

Author’s Previous Work and Contributions. The author
has previously explored the field of fraud detection using in-
telligent systems and machine learning techniques in several
peer-reviewed publications. These works addressed critical is-
sues such as model selection, Al interpretability, and the eco-
nomic implications of false alarms in banking environments
[11; 12]. The current study extends and consolidates these find-
ings by proposing a unified hybrid framework that integrates
both offline and online fraud detection mechanisms.
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