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Bank fraud has increased markedly over the past decade in both complexity and scale, compelling financial institutions to adopt advanced technological
frameworks to maintain operational resilience and financial stability. This article examines the integration of Big Data, Regulatory Technology (RegTech),
and Artificial Intelligence (Al) into a unified architecture for bank fraud prevention, capable of processing large volumes of transactional data, automating
compliance activities, and enabling real-time predictive detection of fraudulent behavior. The analysis is grounded in a review of recent academic literature,
regulatory reports, and case studies from leading global financial institutions that have implemented technology-driven anti-fraud solutions. The study high-
lights how Big Data technologies support scalable data collection and processing, RegTech facilitates automated compliance with AML and KYC requirements,
and Al enhances predictive analytics through machine learning and pattern recognition. The findings indicate that the synergy among these technologies
significantly reduces fraud response times, improves anomaly detection accuracy, and increases operational efficiency while lowering compliance costs. De-
spite these advantages, several challenges persist, including risks of algorithmic bias, data quality and interoperability issues, cybersecurity concerns, and the
need for transparent and explainable Al models. Additionally, differences in national requlatory frameworks hinder seamless cross-border implementation.
The study concludes that an integrated Big Data—RegTech-Al architecture represents an efficient and sustainable strategy for modern bank fraud prevention,
provided it is supported by robust data governance, ethical Al principles, requlatory alignment, and inter-institutional collaboration.
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KanpiaH 10. Iimezpayia Big Data, RegTech ma wmy4Hoz20 iHmenekmy e cy4acHux apximekmypax 01 3anobieaHHA 6aHKiBCbKUM waxpaticmeam

baHkigcbKe waxpalicmeo 3a 0CMAHHE decamuaimma Cymmego 3poc/io AK 3a pigHeM CKAAOHOCMI, MaK i 3a macwmabamu, wio 3mMywye iHaHcosi ycmaHosu
8nposadiysamu nepedosi mexHono2iyHi piuieHHs 07 3a6e3neveHHs onepayiliHoi cmilikocmi ma giHaHcosoi cmabineHocmi. Y cmammi docaidxcyemeca iH-
meezpayis mexHonoeili seaukux daHux (Big Data), pezynamopHux mexHonoeiti (RegTech) ma wmyyHozo iHmenekmy (Al) e €eduHy apximekmypy 3anobizaHHa
baHkiscekomy waxpaticmeay, 30amHy 0bpobasmu eenuki 0bcazu MpaH3akyiliHux OaHux, aemomamu3ysamu npoyecu 00MPUMAHHA HOPMAMUBHUX 8UMOR i
306e3ne4ysamu npoeHo3He BUABAEHHA wWaxpalickux Oill y pexcumi peanbHo20 Yacy. AHani3 r'pyHMyemoca Ha 02170 Cy4acHoI HayKogoi aimepamypu, peay-
NAMOPHUX 38imie i Kelic-cmadi nposiOHUX c8IMOBUX (IHAHCOBUX YCMAHOB, AKI 8MPOBAOUAU MEXHO02IYHO OPiEHMOBAHI aHMUWAXpPalicbki piweHHs. Y docni-
O3eHHI MOKa3aHo, wo mexHonoeii Big Data 3abe3neuytomb macwmabosaHuli 36ip i 06pobky daHux, RegTech cnpuse asmomamu3auii npoyedyp AML ma KYC,
a Al nidsuwye mo4Hicmb NPO2HO3y8aHHA 3a805KU MEMOOAM MAWUHHO20 HABYAHHSA MA PO3Mi3HABAHHA WabnoHie. OMPUMAHI pe3ynbmamu ceidyame, Wo cu-
Hepeis yux mexHosnoeili 3Ha4YHO CKOPOYYE Yac peazysaHHsa Ha waxpalicmeo, nidsuwye moyHicmo suseneHHa aHomanili i 36inbuwye onepayiliHy egpekmugHicme
30 00HOYACHO20 3HUMEHHA BUMPAM HA KOMMAGEHC. BOOHOYAC 30AUWAIOMbCA MeBHI BUKAUKU, 30Kpema pusuKu an2o0pummivHoi ynepedxceHocmi, mpobaemu
AKocmi daHux ma iHmeponepabenbHocmi, 3a2po3u Kibepbesneyi, @ makox nompeba y NPO3opux i MOACHIBAHUX MOOEAAX WMY4HO20 iHmenekmy. Kpim mozo,
8IOMIHHOCMI MiX HOYIOHABHUMU pe2ynAmMOpPHUMU CUCMEMAMU YCKAAOHIMb MPAHCKOPOOHHE 8MPOBa0HEHHA MAKUX piueHb. Y BUCHOBKY 303HAYAEMbCA,
wo iHmezposaHa apximekmypa Big Data-RegTech-Al € echekmusHoto ma cmilikoto cmpamezieto cy4acHo20 3anobieaHHA baHKiecbkomy waxpalicmay 3a ymosu
HAABHOCMI HA/IE}HO20 YPasiHHA OaHUMU, QOMPUMAHHSA emuYHUX NpuHYunie Al, pe2yaamopHoi y3200xeHocmi ma mixiHcmumyyiliHoi cnienpayj.

Kniouosi caoea: 3anobizaHHs 6aHkiecokomy waxpalicmay, aHanimuka Big Data, RegTech, wmy4Huli inmenekm, AML/KYC, suseneHHs aHomanil, hiHaHcosa
besneka.
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Introduction. The accelerated digitalization of financial
services and the global expansion of interconnected banking
ecosystems have substantially increased exposure to diverse
forms of bank fraud. Over the past decade, both the intensity
and sophistication of financial attacks have evolved in paral-
lel with advances in digital technologies, creating continuous
pressure on financial institutions to adopt robust and adaptive
prevention mechanisms. Fraud prevention has thus shifted
from being a purely operational function to a strategic priority
essential for safeguarding financial stability, ensuring regula-
tory compliance, and protecting consumers.

Recent studies highlight a widening gap between the
complexity of contemporary fraud schemes and the responsive-
ness of traditional banking systems. Conventional rule-based
monitoring models demonstrate significant limitations when
confronted with high-volume data streams, real-time transac-
tion flows, and dynamic fraud patterns that adapt faster than
manual or pre-defined detection rules can respond. This scien-
tific and practical gap underscores the need for integrated tech-
nological architectures in which Big Data analytics, RegTech
frameworks, and Artificial Intelligence (AI) algorithms operate
synergistically to enhance the resilience and adaptability of fi-
nancial infrastructures.

The main aim of this article is to analyze how these three
technological pillars can be combined into a unified architec-
ture for bank fraud prevention—one that enables predictive de-
tection, automation and standardization of AML/KYC compli-
ance procedures, and improved operational decision-making.
The scientific contribution of the study consists in developing
an integrated conceptual framework informed by recent aca-
demic literature, regulatory trends, and international imple-
mentation practices. This framework aims to serve both as
a theoretical foundation for further research and as a practical
reference model for financial institutions and policymakers.

The remainder of the paper is organized as follows: Sec-
tion 2 presents the theoretical background and traces the evo-
lution of research on Big Data, RegTech, and Al in the financial
sector. Section 3 outlines the methodology applied in the inte-
grative analysis. Section 4 reports the results, focusing on hybrid
architectures for fraud prevention. Section 5 discusses practi-
cal implications, emerging challenges, and existing limitations.
Finally, the conclusion summarizes the findings and identifies
future research directions and opportunities for improving the
resilience and adaptive capacity of banking systems.

Theoretical Background and Literature Review. The
rapid expansion of digital finance and increasing complexity of
banking services has dramatically increased both the volume

and variety of transactional data — a context in which Big Data
becomes indispensable. Big Data infrastructures allow financial
institutions to process high-velocity, high-volume, and hetero-
geneous data streams, enabling real-time transaction analysis,
detection of behavioral patterns, and identification of subtle
anomalies indicative of fraudulent activity. In fact, combining
Big Data architectures with real-time stream processing and
machine learning models has been shown to markedly improve
fraud detection performance while maintaining scalability [1].

However, Big Data—based systems face significant chal-
lenges: integrating heterogeneous data sources (e.g., transac-
tion logs, KYC data, cross-channel records), ensuring data
quality and consistency, and managing high class imbalance
where fraudulent transactions are rare — which can lead to el-
evated false-positive rates or model instability over time [11].

Alongside data infrastructure, Regulatory Technol-
ogy (RegTech) has emerged as a key component of modern
financial compliance frameworks. RegTech leverages automa-
tion, real-time monitoring, and advanced analytics to support
AML (Anti-Money Laundering), KYC (Know Your Customer),
transaction monitoring, regulatory reporting, and compliance
workflows. The adoption of RegTech solutions has been associ-
ated with increased data quality, greater transparency, reduced
operating costs, and faster detection/reporting of suspicious
activities — all contributing to enhanced institutional resilience
and better fraud prevention outcomes [2].

Yet, RegTech adoption is not without drawbacks. Har-
monizing regulatory standards across jurisdictions remains
a major challenge; dealing with data privacy and security risks,
and integrating new systems with legacy infrastructures, also
represent substantial obstacles for many institutions [2].

In parallel, Artificial Intelligence (AI) — especially through
machine learning (ML) and ensemble techniques — has become
central for detecting fraudulent behavior in banking. ML-based
detectors using classifiers such as logistic regression, decision
trees, random forests, support vector machines, or neural net-
works have shown significantly better detection performance
compared to traditional rule-based systems, particularly in
complex and previously unseen fraud patterns [3; 8; 11].

To highlight the performance differences among the
main machine learning techniques used in bank fraud detec-
tion, Table 1 provides a synthesized comparison of the most
commonly applied algorithms, including accuracy, recall, and
false-positive rates reported in recent literature. This compara-
tive overview clearly illustrates the advantages of ensemble
methods and neural networks when dealing with high-volume
datasets and complex fraud patterns.

Table 1
Performance Metrics of Al Models Used for Banking Fraud Prevention
ML Algorithm Accuracy (%) Recall (%) False-positive (%)
Logistic Regression 85 80 7
Decision Trees 88 82 6
Random Forest 92 88 4
Support Vector Machine (SVM) 90 85 5
Neural Network 94 90 3

Source: (3]
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Recent advances emphasize hybrid and distributed
ML architectures for fraud detection in real-world banking:
combining supervised learning, unsupervised anomaly detec-
tion, and deep learning methods yields higher adaptability,
improved detection accuracy, and better handling of evolving
fraud schemes [11]. Still, adoption of Al-driven fraud detection
raises critical concerns. Many models — especially complex
ensembles or deep neural networks — behave as “black boxes,’
which complicates interpretability, auditability, and regulatory
compliance [5; 11].

Increasingly, scholars argue that the true potential lies in
combining these technological domains — Big Data for scalable
data processing, RegTech for compliance and governance, and
Al for intelligent detection — within a unified, interoperable ar-
chitecture. Such integration allows institutions to exploit the
data-handling capacity of Big Data, ensure regulatory oversight
through RegTech, and deploy adaptive, intelligent detection
models via Al thereby enabling effective real-time fraud pre-
vention and compliance monitoring [1; 2].

Despite this promise, most existing studies treat these
domains separately — focusing either on data architecture, reg-
ulatory compliance, or ML-based fraud detection in isolation —
and there is a notable lack of comprehensive frameworks that
combine all three into an integrated architecture for bank fraud
prevention [3; 11]. This article seeks to fill this gap by propos-
ing a conceptual model unifying data infrastructure, regulatory
compliance, and intelligent detection, offering a holistic refer-
ence for both academic research and practical implementation
in financial institutions.

Digitalization and innovative banking solutions play
a critical role in mitigating operational risk and optimizing
compliance processes [1; 6].

Methodology. This study employs a qualitative, explor-
atory, and deductive research design, suitable for investigating
complex and multi-dimensional contexts such as bank fraud
prevention (Yin, 2018). The approach combines literature
analysis, case studies, and comparative evaluation of Big Data,
Al and RegTech models. Conceptual synthesis was applied to
develop an integrated architecture, focusing on the identifica-
tion of complementary functions, data flows, and inter-layer
interactions, while acknowledging limitations regarding access
to proprietary datasets and generalizability of results.

The framework was constructed through a thorough re-
view of recent academic literature and industry reports, analyz-
ing the functionalities of Big Data, RegTech, and Al in fraud
detection, and identifying potential synergies and interdepen-
dencies [1; 2]. The methodology emphasizes the integration of
these technologies to enhance detection accuracy, operational
efficiency, and regulatory compliance.

The first component, data collection and processing, re-
lies on Big Data infrastructures to ingest, clean, and structure
large, heterogeneous transactional datasets, enabling high-
volume real-time analysis [1]. Second, regulatory compliance
is ensured through the implementation of RegTech solutions,
which maintain adherence to AML/KYC regulations and inter-
national standards [2]. Third, predictive analytics leverages Al
models, including machine learning algorithms and ensemble
techniques, to identify potentially fraudulent transactions and
detect evolving patterns of fraud [3].

Finally, a monitoring and feedback loop supports contin-
uous improvement and adaptation of detection models, allow-
ing the system to respond dynamically to emerging threats, re-
fine accuracy, and optimize operational decision-making over
time [4]. This integrated conceptual methodology provides
a scalable and adaptive blueprint for modern banking systems,
enabling institutions to combine real-time data processing,
compliance automation, and intelligent predictive detection in
a unified architecture.

Figure 1 illustrates the workflow and interconnections
among Big Data ingestion, regulatory compliance mechanisms,
Al-driven predictive analytics, and continuous feedback loops
(see Figure 1). This conceptual methodology emphasizes the
integration of technological components, providing a scalable
and adaptive blueprint for enhancing fraud prevention capa-
bilities within modern banking architectures.

The figure above illustrates the key components and data
flows in the integrated Big Data—RegTech—Al architecture for
fraud detection. It highlights how transactional data is ingest-
ed, analyzed, and processed through regulatory compliance
mechanisms and Al-driven predictive models, with continuous
feedback loops enabling adaptation to emerging fraud patterns.
The following section presents the results of applying this con-
ceptual framework, analyzing potential outcomes, synergies,
and challenges.
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Fig. 1. Trend of Anomaly Detection in Fraud Prevention Workflow

Source: Conceptual workflow illustrating the integration of Big Data, RegTech, and Al for predictive fraud detection (adapted from [1; 2; 3])
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Results and Analysis. The proposed integrated Big
Data—RegTech—Al architecture demonstrates a multi-layered
approach to fraud prevention, where each technological com-
ponent performs distinct yet complementary functions. The
Big Data layer is responsible for the collection, aggregation,
and preprocessing of large-scale and heterogeneous datasets,
enabling real-time analysis of transactions and financial ac-
tivities [1]. The AI layer builds upon these datasets to conduct
predictive analysis, anomaly detection, and risk scoring, allow-
ing financial institutions to identify suspicious patterns and
potential fraudulent transactions before they escalate [3]. Con-
currently, the RegTech layer ensures regulatory compliance
through automated AML/KYC checks, digital reporting, and
auditing processes, enhancing both operational transparency
and adherence to international standards [2].

The innovative activities of banks contribute to enhanced
fraud prevention, operational efficiency, and improved data
governance, supporting the adoption of integrated Big Data—
RegTech—Al architectures [7].

The technological workflows within this architecture
operate as a continuous cycle. Initially, transactional and cus-
tomer data are collected and aggregated through Big Data
pipelines, which standardize and structure the information
for downstream processing. Al models then perform predic-
tive analysis and anomaly detection, generating risk scores that
guide decision-making. Compliance automation, facilitated

by RegTech systems, ensures that all detection and monitor-
ing activities are in line with legal and regulatory requirements.
Finally, continuous learning mechanisms update and optimize
Al models based on new patterns of fraud, creating a dynamic
feedback loop that improves detection accuracy over time [4].

The benefits of this integrated architecture are substan-
tial. It allows for early detection of fraudulent activities, reduc-
es false positives through more accurate predictive modeling,
scales efficiently with increasing transaction volumes, and sup-
ports greater transparency in algorithmic decision-making [5].
The architecture also enables financial institutions to optimize
operational workflows, minimize human error, and respond
more rapidly to emerging threats.

Despite these advantages, several challenges and risks
remain. Algorithmic bias in AI models can result in unfair or
inaccurate outcomes, while interoperability issues may hinder
seamless integration of Big Data, A, and RegTech components.
Data security and privacy concerns are significant, particularly
given the sensitive nature of financial and customer informa-
tion. Additionally, high implementation costs and the poten-
tial overreliance on technology highlight the need for careful
governance, human oversight, and continuous evaluation of
system performance [1; 3].

The following table summarizes the main advantages
and challenges associated with implementing an integrated Big
Data—RegTech—AlI architecture for bank fraud prevention.

Table 2
Advantages and Challenges of Integrated Big Data-RegTech-Al Architecture in Bank Fraud Prevention
Aspect Description

Early fraud detection; improved accuracy; reduced false positives; real-time analytics; enhanced compliance;
Advantages . .

operational efficiency

Algorithmic bias; interoperability issues; data privacy and security concerns; high implementation costs;
Challenges .

technological dependence

Source: adapted from [1; 2; 9]

Recent studies highlight that combining Al-driven pre-
dictive analytics with RegTech compliance mechanisms im-
proves real-time detection of fraudulent activities in complex
banking environments [9].

Overall, the analysis demonstrates that a well-designed
integrated architecture can significantly enhance bank fraud
prevention capabilities, provided that technical, regulatory,
and ethical considerations are adequately addressed.

Discussion. The proposed integrated Big Data-
RegTech-Al architecture corroborates the findings from exist-
ing literature while offering a systematic and original approach
to fraud prevention in banking. By combining high-volume
data processing, Al-driven predictive analytics, and automated
regulatory compliance, the framework generates both opera-
tional and strategic benefits. It enhances AML/KYC efficiency,
streamlines fraud detection processes, improves data gover-
nance, reduces false alerts, and ensures alignment with inter-
national standards and regulatory expectations [1; 2].

From an operational perspective, the integration of
these technologies enables financial institutions to proactively
identify and respond to fraudulent activities, optimizing both

resource allocation and response times. Strategically, the archi-
tecture provides a foundation for robust risk management, im-
proved transparency, and better decision-making across bank-
ing operations [3]. Furthermore, the continuous feedback loop
and adaptive Al models facilitate learning from emerging fraud
patterns, increasing resilience against evolving threats [4].

However, several limitations and challenges persist. Data
quality and consistency remain critical factors affecting model
performance and reliability. Ethical considerations, including
algorithmic bias and the explainability of Al decisions, pose
significant concerns for regulatory compliance and public trust
[5]. Technological dependence introduces risks related to sys-
tem failures, interoperability, and high implementation costs,
requiring careful governance and human oversight. Addition-
ally, managing sensitive financial and personal data necessitates
strict privacy measures and robust cybersecurity protocols to
mitigate potential breaches [2].

Despite these challenges, the integration of Big Data,
RegTech, and Al represents a powerful approach to enhanc-
ing fraud prevention capabilities. When implemented with
attention to ethical, regulatory, and technical considerations,
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this architecture provides banks with a proactive, scalable,
and adaptive framework, bridging the gap between traditional
rule-based systems and the dynamic threats of modern digital
finance.

Conclusions and Future Directions. This study high-
lights the synergistic potential of integrating Big Data, RegTech,
and Al within a unified architecture for bank fraud prevention.
The key findings indicate that such integration can substantially
reduce financial losses, enhance governance and transparency,
and improve overall operational efficiency in financial institu-
tions, while acknowledging limitations related to data quality,
algorithmic bias, and technological dependence [1; 2; 5].

The scientific contribution of this work lies in the sys-
temic integration of the three technologies, defining functional
interactions among Big Data, Al, and RegTech components,
and providing a framework with practical applicability in
modern banking contexts. By specifying data flows, predictive
analytics, compliance mechanisms, and continuous feedback
loops, the proposed architecture enhances algorithmic trans-
parency and establishes a reference model for both research
and practice [3].

Future research should focus on empirical validation
of the conceptual framework in operational banking environ-
ments, with particular attention to reducing Al bias and en-
suring fairness in predictive models. Further development of
RegTech capabilities and the integration of emerging technolo-
gies, such as Blockchain and the Internet of Things (IoT), could
extend the architecture’s effectiveness, enabling decentralized
verification and enhanced security [4]. Additionally, hybrid
models that dynamically adapt to evolving fraud patterns and
incorporate real-time analytics and compliance automation are
recommended to maintain resilience in increasingly complex
financial ecosystems.

Emerging trends in banking highlight the need for adap-
tive, Al-driven systems to prevent financial fraud and support
regulatory adherence, ensuring that future banking infrastruc-
tures remain resilient and efficient [4; 10].

In conclusion, the future of bank fraud prevention relies
on integrated Big Data—RegTech—Al architectures that opti-
mize operational processes, ensure regulatory compliance, and
strengthen the resilience of banking systems. The combined
use of these technologies improves the accuracy and timeliness
of fraud detection, supports adaptive learning, and provides
practical frameworks for proactive risk management. By bridg-
ing the gap between traditional rule-based approaches and dy-
namic, data-driven threats, such integrated architectures offer
a scalable, adaptive, and ethically sound solution for modern
financial institutions.

Author Contribution and Scientific Novelty. This paper
provides a comprehensive and integrated perspective on the
use of Big Data, RegTech, and Al in the prevention of bank
fraud. Its primary contribution lies in developing a conceptual
framework that combines these three technological domains,
offering both theoretical insights and practical guidance for
implementation in financial institutions. Unlike previous stud-
ies that analyze Big Data, Al or RegTech in isolation, this work
systematically defines their functional interactions, data flows,
and inter-layer dependencies, highlighting synergies that im-
prove predictive detection, operational efficiency, and regula-
tory compliance [1; 2; 3].

The scientific novelty of the study is manifested in sever-
al ways. First, it demonstrates how integrating these technolo-
gies can enhance real-time fraud detection while maintaining
adherence to AML/KYC regulations. Second, the framework
emphasizes algorithmic transparency, providing a model that
balances automation with explainability and accountability —
a critical consideration for both regulators and banking institu-
tions [5]. Finally, by offering a practical blueprint for operational
adoption, the paper bridges the gap between academic research
and applied banking practice, serving as a reference for future
empirical validation and technological development..
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